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What is Ad Fraud?
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Who Am |?
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What is digital ad fraud ?

Ad Fraud = ad impressions caused
by bots, not seen by humans

Impression Fraud Click Fraud
(CPM) Fraud (CPC) Fraud

(includes mobile display, video ads) (includes mobile search ads)
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How bad guys commit ad fraud

1. set up 2. buy 3. sell
FAKE SITES FAKE TRAFFIC FAKE ADS
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Why is ad fraud bad?

Advertisers| 2 Publishers

Ad revenue declines
because dollars are
stolen by bad guys.

Ads are not shown
to humans, wasted
ad dollars

Bad Guys

Steal money using fake
ads; siphon dollars out
of ecosystem.
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Ad dollars fund child abuse sites

Business Solutions

The Drum.

NEWS IN DEPTH OPINION INTERVIEWS CASE STUDIES WHITEPAPERS WEBINARS

Government launches investigation
into brands advertising on child
abuse sites

John Glenday

The Home Office has instructed a charity to investigate the true scale of advertising on
child abuse websites, in the belief that several household name brands have found
themselves inadvertently associated with such content.

The Internet Watch Foundation, a charity dedicated to the removal of online child abuse
content, has been asked to investigate how digital advertising for legitimate products
could be funding the exploitation by appearing on sites hosting such content.

Chief executive Susie Hargreaves, said: “Using a variety of sophisticated techniques to
avoid detection, offenders are exploiting online advertising networks to monetise their
distribution of child sexual abuse material.

linkedin.com/in/augustinefou
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Source: The Drum
Nov 6, 2018

“Using a variety of
sophisticated
techniques to avoid
detection, offenders
are exploiting online
advertising
networks to
monetise their
distribution of child
sexual abuse
material.”
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(2013) Ad dollars fund piracy sites

Segment | AdRevenue | Margin
BitTorrent and Other P2P Portals

Small $2,079.334 85.9%
Medium $3,227.159 84.5% ||
Large $23.181.252 94.1% |
Linking Sites

Small $3.690.915 79.9%
Medium $8.351,446 80.8% |
Large $4.498.344 87.5%
Video Streaming Hosts

Small $520.480 79.9% ||
Medium $1.681.477

Large $4,661.535

Direct Download (DDL) Host Sites

Small $401,087

Medium $1,281.344

Large $3.084.123

Table I: Q3 Aggregate Ad Revenue,
Margin for Ad-Supported Sites

“Highly Lucrative, Profitable
The aggregate ad revenue
for the sample of 596 sites
was an estimated $56.7
million for Q3 of 2013,
projecting out to $226.7
million dollars annually,
with average profit margins
of 83%, ranging from 80% to
as high as 94%.”

Source: Digital Citizens Alliance Study

https://thetrichordist.com/2013/01/28/over-50-major-
brands-supporting-music-piracy-its-big-business/
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https://media.gractions.com/314A5A5A9ABBBBC5E3BD824CF47C46EF4B9D3A76/4af7db7f-03e7-49cb-aeb8-ad0671a4e1c7.pdf

DDoS traffic for ad revenue

DDoS attacks overwhelm with traffic; now use traffic to make ad revenue
June 19 |
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http://www.digitalattackmap.com/#anim=1&color=0&country=ALL&list=0&time=17701&view=map

Economics of botnets explained

MIT
Technology
Review

Business Impact

Inside the business model for
botnets

Operating a botnet is expensive and risky. But it's all worth it
if you're making $20 million a month from click fraud.

by Emerging Technology fromthe arXiv May 14,2018

Botnets are shadowy networks of computers controlled by hidden
actors and linked to everything that’s bad on the web. They have
been implicated in distributed denial-of-service attacks, spamming
campaigns, click fraud, and bank fraud, to name just a few of the
nastiest flavors of cybercrime. Clearly somebody, somewhere is

making a fortune masterminding this kind of criminal activity.

But just how much money do botnets generate, and what is the

business model that supports this kind of activity?

linkedin.com/in/augustinefou

Source: MIT Tech Review, May 2018

marketing.science

Botnets can be used
for a variety of things

“distributed denial-of-service
attacks using a network of 30,000
bots can generate around
5$26,000 a month. Spam
advertising with 10,000 bots
generates around 5300,000 a
month, and bank fraud with
30,000 bots can generate over
S$18 million per month. But the
most profitable undertaking is
click fraud, which generates well
over $20 million a month of
profit.”
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https://www.technologyreview.com/s/611123/inside-the-business-model-for-botnets/

Insane profits from ad fraud

Sample Campaign 1 S4.6 million payout

Amount spent to buy traffic — $183,000 25x rEtu nn

Traffic purchased — 37 million pageviews ($4.99 CPM)
Clicks successfully sold — 3.8 million (passed all fraud filters) 1 -

.9 billion
CPC earned $1.20, at 10% click through rate $ 5.9 billio

annualized fraud

. 982k pa t
Sample Campaign 2 »982k payou
* Amount spent to buy traffic — $24,000
* Traffic purchased — 23 million pageviews ($1.03 CPM) 41x rEtu rn
 Clicks successfully sold — 2.5 million (passed all fraud filters) $5.5 billion

CPC earned $0.39, at 11% click through rate ]
annualized fraud
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The most profitable crimi ivity
digi ud
2,500-4,1 urns

“where else can | get multi-
thousands percent returns on
my money? Right. Nowhere.”

bank interest stock market

! |

1% interest 11% returns
[ —— |
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Two main kinds of ad fraud

Impression Fraud Click Fraud
(CPM) Fraud (CPC) Fraud

(includes mobile display, video ads) (includes mobile search ads)

“Everything else is a derivative of (e.qg.
cost-per-install fraud), or in support of (e.qg.
tricking measurement, attribution, covering

tracks) the above 2 forms of ad fraud.”
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Why? Largest buckets of spend

Impressions Clicks

(CPM/CPV) (CPC)

91% digital ad spend S, n ot e
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How Big is Ad Fraud?
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Everyone has an opinion...

AN | (Dwhite May 2017

Ads fraud is

“non-existent” BQT _
— IAB Australia BASELINE “88% - 98% of clicks

are generated by
bots”
- Oxford Biochron

Less than 4% of digital ads in

Ausffaf[ia are fraudulent, claims I1AB 2 01 6 o 2 01 7

- FRAUD IN DIGITAL ADVERTISING

‘esenting Aust

: gias .4 \tal oY, P -
fied in a new report lm uAd fra Ud iS 56 5 Quantifying Online Advertising Fraud:
advertising| glmost non-existenfralia. * Ad-Click Bots vs Humans
from other bl I I |On O r 90/0 Of Adrian Neal, Sander Kouwenhoven

Bureau of

Claims that display ad Spend”

more than 96% of ad3SQLaC 5ps and mobiles are

served to real users. L ANA/Wh iteOpS Jamary 2015

Abhstract

We present the results of reseaquch to determine the ratio of Ad-Clicks

publishers |

In a finding ¥

parts of the wd

ears to conflict

Oxford BioChronometrics SA

Australia’s first 1

that are human initinted against those that are mitinted by automated
computer programmes, commonly known ss ad-bots. The rescarch was
conducted over a 7 duys period in early Junuary 2005, wsdng the adver-
tising platfors of Google, Yaboo, Linkedin nnd Facebook. The results
showed that between 88 and 98 percent of all ad-clicks were by o bot
of some kind, with over 10 per cont of these bots betug of a highly wd-
vitioed type, able 1o mimbe human behaviour to an advanced extent, thus

requiring highly advanced bebsvioursl modelling to detect them
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(2015) Display ads ...

Decreased impression Increased CPM prices

volume by 92% by 800%

Volume of U.S. Impressions Transacted (2014, 2015) Average U.S. CPM (2014, 2015)

- 260 billion

>S1.60

20 billion| ~ <20cents

Ll

Source: http://adexchanger.com/ad-exchange-news/6-months-after-fraud-cleanup-appnexus-shares-effect-on-its-exchange/
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Methbot, Hyphbot (video fraud)

Vast botnets targeting high-value video ads, disguising/hiding

2016 2017

“Methbot, steals $2 billion “Hyphbot, targeted video

annualized; and it avoided ad inventory avoided
detection for years.” detection.”
* Targeted video ad inventory * active through at least 14

different exchanges and SSPs

e generating up to 1.5 billion

* Disguised as residential requests per day

residential IP addresses * generated fake traffic on
more than 34,000 different

domains, 600k IP addresses

Source: Dec 2016 WhiteOps Discloses Methbot
Research Source: Adform, Nov 2017
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http://www.whiteops.com/METHBOT
https://site.adform.com/media/85132/hyphbot_whitepaper_.pdf?utm_source=The+Adform+Insider+Newsletter&utm_campaign=19ef9caf87-EMAIL_CAMPAIGN_2017_11_20&utm_medium=email&utm_term=0_0eb4077096-19ef9caf87-417579041

(2017) Mobile app install fraud

PERCENTAGE OF FRAUD

100

WORST 34 AD NETWORKS: FRAUD PERCENTAGE

100% fraud
[T

24 billion clicks on 50% fraudl

700 mobile networks
|||||||||| averag eZO%fraud

SOURCE: TUNE STUDY OF 24 BILLION CLICKS ON 700 AD NETWORKS INQ1 2017 Tune

80

70

40
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https://www.tune.com/blog/mobile-ad-fraud-24-billion-clicks-700-ad-networks-reveals/

(2017) Handful of bad apps

1. 9% of the apps caused 52% of impressions; 66% outright fraud
2. Remaining 91% of apps caused 48% of impressions, 18% outright fraud

46%
1 (52% of impressions) 2 (48% k)i impr)
B fraud impressions non-fraud impressions
* 1 billion mobile display impressions
66% avg frau » Nearly 1,000 apps cross referenced with SDK
17% 18%
o @
6%
4% 4%

2% . ® ® 18% avg fraud

|| m - B
>80%fraud 70 - 80% 60 - 70% 50 - 60% 40 - 50% 30 - 40% 20 - 30% 10-20% < 10% fraud

Source: https://www.slideshare.net/augustinefou/mobile-display-fraud-case-study
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Fake devices pass fake location

Percent HTTP_X_REQUESTED_WITH Percent HTTP_X_REQUESTED_WITH
38.2% com.ji 22.9% com. H u

20.6% com.jl 19.2% com,j

19.7% com.jl e 14%  comyj
11.4% com.g :, 9.2% mac. - :ﬁ = ”~
4.6% com.jl pring 4% T7.4% com.s Anaconda 3.09%
1.2% com.,j CMP ,, 6.3% com.l R
0.9% macr Cypre 232% | 5.9% com,| = il J 5.76
0.7% com.z ~1~»? C 5.3% com,j - emc o s
0.6% com.,|jl earland 1.47% 4% com.j e 5
0.5% com.ji ourt Cley %1 1.5% com,j = Columbu 65

Houston, TX

Bozeman, MT

Fake devices declare fake locations to absorb higher ad spend

marketing.science
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(2017) Mobile display ad fraud

“Judy Malware” “Fireball Malware”

* 40 bad apps to load ads e 250 million infected computers
* 36 million fake devices to load e primary use = traffic for ad fraud
bad apps that load display ads * 4 ads /pageview (2s load time)

* e.g. 30 ads per device /minute e fraudulent impressions at the
» 30 ads per minute = 1 billion | rate of 30 billion per minute
fraud impressions per minute

Source: Forbes, May 2017 Source: Checkpoint

i Check Point

Forbes Sccurity  #CyberSecurity

Google Just Killed What Might Be The Biggest
Android Ad Fraud Ever TANERA

9 Thomas Fox-Brewster, o
FULL BID v

Google has thrown more than 40 apps out of its Play
store after it emerged they were quietly forcing Android
nsers to click on ads. As the apps been downloaded as
many as 36 million times, security researchers said

it appeared to be the biggest ever case of ad frand
perpetrated via Google Play and probably the most

successful malware in terms of installs from the official
store.

additional conhgurations to boost its
A& ; X advertisamensis, but Just 3s easily it can turn into 3 prominent distributor for any
Security firm Check Point revealed the campaign additional malware
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https://www.forbes.com/sites/thomasbrewster/2017/05/26/google-shuts-down-massive-ad-fraud-on-play-store/#6c656b497807
https://blog.checkpoint.com/2017/06/01/fireball-chinese-malware-250-million-infection/

(2018) Mobile app spoofing

linkedin.com/in/augustinefou

BuzzFeed News

AEFORTING TO

oros Coaspiracy Theories

1 ” s '
[ RU/] . ﬂl ll
| jof F |
Apps Installed On Millions Of
Android Phones Tracked User
Behavior To Execute A
Multimillion-Dollar Ad Fraud
Scheme

A BuzzFeed News nvestigation uncovered a sephisticated ad fraud schame invelving
mare then 125 Aﬁdfold apps and websitas, same of which were targeted at kids

@ Cralg Sitverman
[~y Burzfeed Nows Reparts

Prated on Oztobar 23, 2008 at LOZ o, =T

Last April, Steven Schoen veceived an email from someone named Nalalie Andrea
who said she worked for a company called We Purchase Apps, She wanted to buy
his Android app, Emoji Switcher. But right away, something seemed off.

*I did @ Ittde bit of digging because 1 was a little sketehed out becanse [ couldn’t
really find even that the company existed,” Schoen told BuzzFeed News,

Source: Buzzfeed News, Oct 2018

marketing.science

The scheme reportedly involved 125 Android apps
and websites. ... the fraudsters buy legitimate
Android apps with an established reputation and
then ... blend bot- and human-generated traffic
to evade ad-fraud detection.

The TechSnab malware is usually bundled with
free, third-party apps and is installed as a
browser extension. Users would discover an
infection if they see pop-ups, pop-unders and
various other ads marked 'TechSnab'.

[Google] "confirmed the traffic from the apps
"seems to be a blend of organic user traffic and
artificially inflated ad traffic, including traffic
based on hidden ads".

One example was an Android app called
MegaCast, which was found to be displaying the
unique ID of others apps to attract bids for ads.

November 2018 / Page 22

consulting group, inc.


https://www.buzzfeednews.com/article/craigsilverman/how-a-massive-ad-fraud-scheme-exploited-android-phones-to

(2015) Apps doing ad fraud

BUSINESS
INSIDER

There are thousands of legitimate-looking apps
in the Apple, Android, and Windows Phone app
stores running a harmful type of ad fraud

-’ LaraO'Reilly =1 w
| I 2015. Q00AM A 700¢
N N

Researchers have discovered
that thousands of apps in the
app stores for Apple, Android,
and Windows Phone are
running a highly
sophisticated and potentially
harmful form of advertising
fraud.

Fraud detection company
Forensig claims in a report to

ave discovered a new type of 11 bred ould
have discovered a new type of For fite more than $1 bilion n ad money caold be
wasted on in-app fraud by the end of this year.

FlickrCC/Christopher

ad fraud called "mobile
device hijacking." A user
downloads an app from the
official app store — which may look legitimate and have hundreds of positive
reviews — which then runs in the background, serving hundreds of ads at a rate as
high as 20 ads per minute (most normal apps with ads in would only refresh an ad
every 30 to 120-seconds.)

linkedin.com/in/augustinefou

marketing.science
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Known and documented
for years — now mobile is
majority of digital spend

“A user downloads an app
from the official app store

— which may look
legitimate and have
hundreds of positive reviews
— which then runs in the
background, serving
hundreds of ads at a rate as
high as 20 ads per minute”

Source: BusinessiInsider, July 2015
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http://www.businessinsider.com/forensiq-mobile-device-hijacking-ad-fraud-report-on-ios-windows-phone-and-android-2015-7

Impressions offered (30 days)

=T R = N B R 06 R S

o
O Do N R W N R D

Unique
Cookies Potential
Potential with Viewable

App/URL Impressions Impressions |Impressions

howstuffworks.com 13,331,755,008 | 37,539,240 | 4,652,153,856

Super-Bright LED Flashlight - Android (com.surpax.ledflashll 12,843,444,224 | 16,831,854 70,800,208

msn.com 9,140,699,136 | 9,998,644 | 3,960,017,920

dailymail.co.uk 8,998,725,632 | 14,726,014 | 1,593,495,680

xfinity.com 7,189,870,592 | 3,388,972 | 749,400,512

weather.com 6,685,053,952 | 10,182,312 23,404,652

GO Music Player PLUS - Android (com.jb.go.musicplayer.m| 3,747,614,976 | 8,019,603 410,346

ranker.com 3,601,194,240 | 10,647,463 768,604,544

twentytwowords.com 3,501,990,400 3,342,428 907,051,264

m.ranker.com 3,233,506,048 | 8,696,249 | 631,613,824

Allrecipes Dinner Spinner - i0S (299515267) 3,093,926,400 | 2,806,602 | 231,658,128

S Photo Editor - Collage Maker - Android (com.steam.phot| 2,897, 21 |cnn.com 1,789,104,512 5,364,446 90,731,944

screenrant.com 2,846, 22 |delish.com 1,261,016,704 | 3,560,009 23,222,630

GO Keyboard - Emoji, Sticker - Android (com.jb.emoji.goke| 2,649, 23 |TouchPal Emoji Keyboard - Android (com.emoji.keyboard.t  1,240,049,920 | 2,577,664 434,277

drudgereport_[;ﬂm 2!354F' 24 Iiuestrong.l:om 1,183,711,360 2,667,744 213,508,592

boredomtherapy.com 2,277, 25 |Z Camera - Android (com.jb.zcamera) 1,117,740,544 | 2,953,365 356,455

people.com 2,138, 26 goodhousekeeping.com 1,056,157,056 | 2,494,773 26,681,034

allrecipes.com 2,089, 27 |babygaga.com 1,050,812,992 1,015,785 196,136,800

accuweather.com 2,026, 28 |buzznet.com 1,028,773,632 736,622 123,564,104
29 |GO Music - Free Music, Equalizer, Themes - Android (com 969,776,000 1,688,335 191,230
30 |GO Launcher -Theme & Wallpaper - Android (com.gau.go.l 937,814,080 741,907 6,112,380
31 |harpersbhazaar.com 934,447,552 1,310,800 22,075,248
32 |ApplLock Pro - Privacy & Vault - Android (com.jiubang.alock 907,721,792 477,495 87,446
33 looper.com 900,943,680 | 3,291,817 | 144,069,184
34 | Allrecipes Dinner Spinner - Android (com.allrecipes.spinner| 786,078,976 1,668,915 33,476,448
35 thetalko.com 774,521,856 849,115 | 135,095,680
36 |marieclaire.com 717,790,080 868,778 17,335,820
37 |countryliving.com 662,211,584 | 2,017,750 17,131,218
38 |cosmopolitan.com 603,556,416 2,118,915 20,746,424
39 rollingstone.com 590,455,936 | 3,373,262 54,689,056
40 |elle.com 580,703,744 | 1,260,547 13,573,076

linkedin.com/in/augustinefou
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There’s 160X more “sites with ads

14

(outside Google/Facebook)

S23

Good Publishers “sites with adS"

AT AV AT programmatic WWMWM

no ads

160X more
329M

- est. 164 million
Source: Verisign, Q4 2016

WSJ Economist domains “sites that carry ads”

ESPN Reuters
NYTimes Elle

ANN a1 T A Q00autoalassOU0

LLOaub oo com - <
000autoinsurance(i) com

000auctond00.com

000audio000 com 000automobile000 com
000augusta000.com  200automotve000 com
D00aurorad0n com  200autoparis000 _-::,orv'u
000aus000 com 000autorenting ﬂ

; .UJ Jl\.r ‘;

com

carry ads

com

000aust

nUUY.com
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http://www.verisign.com/en_US/domain-names/dnib/index.xhtml

There's 700X more fake apps

(outside Google/Facebook)
Facebook, 2015 $23
Users use 8 — 15 apps on 3 bad apps eat 3/4ths of budget
their phones. | 78% [ M L '# 1 MU e I |
rammatic i i f*“v"*~““¢\\*"a~“ | 733{'?5‘“
Spotify, 2016 prog s = I —

I.;H,;..,, stted ol b1 ..‘llu.‘ i l.-.M

People have 25 apps on their
phones, use 5-8 regularly

flashlight app keyboard app alarm clock app

0(0[0Q]

marketing.science
mmmsmess  Source: Statista, March 2017

T
d p p S 96% ’gp%? tm't cé%,: ads”

Forrester Research, May 2017
Humans “use 9 apps per day,
30 per month”

10,000

“apps you’ve heard of”

Facebook Zynga
Spotify Pokemon
Pandora YouTube

biz. western.dad.smooth.development

info.fence.everywhere.cry.cry

org.wore favorite whatever

ua.tool. muscle fourth.muscle . desk
biz.win.model. likely.sad.flight

com.ann.clock hung.immediately handle
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https://www.statista.com/statistics/276623/number-of-apps-available-in-leading-app-stores/
https://techcrunch.com/2017/05/04/report-smartphone-owners-are-using-9-apps-per-day-30-per-month/

Myth of the long tail of sites

Most people visit sites they know most; occasionally long tail ones

Concentration of Time Spent in Top Websites & Apps
Source: comScore Meadia Metrix Multi-Platform & Mobile Metrix, U.S., Total Audience, June 2017

mRank 1-10 =mRank 11-50 =Rank51-100 =Rank 101-500 ® Rank 501+

Desktop Web 9% 3% 6%

Mobile Web

Mobile App

“There are numerous pieces of research on how even as people
accumulate hundreds of TV channels, they only watch seven. It's rather
commonly accepted that in a sea of millions of mobile apps, most people
stick to half a dozen.”

http://www.businessinsider.com/the-advertising-industry-has-been-
living-a-lie-2017-10
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Real billboards vs digital ads

Infinite quantities of digital ads can be created on real or fake sites

Limitless quantities of digital
ads can be created on fake

Unlike real billboards that
people actually drive by in
the physical world ...

.
Sept 58

S0 Rnert o
-

Women & Diversity Track
WPONLORED Y ASK MATTY
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Ad fraud is at all-time highs

There’s S100B in digital ad spend to steal from, year after year

$160

$140

$120

$100

$80

$60

$40

$20

S0

(S300B worldwide)

U.S. Digital Ad Spend $127

(S billions) k106

Impression Fraud ™ Click Fraud

Display/CPM

, $21 $23 $23 526

$10 $13
Li‘l'

2004 2005 2006 2007 2008 2009 2010 2011 2012 2013 2014 2015 2016 2017 2018 2019 2020

B Perfomance/CPC

@a&!!!v

$152

' % Digital Ad Fraud

linkedin.com/in/augustinefou

<

marketing.science

consu Iting group, inc.

($ billions)
® =—————)
Actuals Projected
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Why isn’t it detected?
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Bad guys easily avoid detection

Blocking of tags, altering measurement to avoid detection

Detection Tag Blocking\—analytics BUZZPOOMINNS. / W Siatees W | G Wt . W
) ) Newsweek Media Group Websntes |
tags/fraud detection tags are accidentally Ran Maliclous Code That Experts

blocked or maliciously stripped out Say Is Used To Commit Ad Fraud

Quantable

Analytics, Architecture & Optimization

« analytics How Many Users Block Google Analytics, Measured in

How Many Users Block Google Analytics, Measured
in Google Analyﬁcs

< (bleckirg 5 down some),

(blocking levels a little higher|

significant number of users that use ad-blockers, estimated at
Sl s e, it gy “malicious code manipulated data to
diispbshltuaiiny st L 'n;';:;. i ensure that otherwise unviewable ads
so | wanted to take a lock at some of the collateral damage in that war — .
Dlocked anlytcs rackers showed up in measurement systems
Ac Bloekers/ihat Block imalitics as valid impressions, which resulted in
Since ad blodker s are focused on blocking ads [shocking, | krovd...) we might not
think about theit effects on our snalytics trackers, But did you knew that most payment be|ng made for the ad_”
ol the popular bio 54 I I analytics rackers 55 we II Some doit by
e Source: Buzzfeed, March 2018
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https://www.buzzfeed.com/craigsilverman/newsweek-ibt-malicious-code-ad-fraud

Traffic sellers” “high quality traffic”

Many sources to buy “traffic” and even tune “quality” level

buy real human traffic 2 Choose Your “Traffic Quality Level”

& v oo ettt

Real Human Traffic Services | Our Experts Will Do The Job | fiverr.com
www_fiverr.com/Top/Freelancers v
Don't Just Dream, Do. Freelance Services For The Lean Entreprenaur. Millions of Gigs®. Money-Back

Guarantee. 244 Delivery. +100.000 Sellers. Professional sellers. Unbeatable value. Services: Content

Marketing, Website Building. Writing & Translation, Video Editing, Graphic Design, Branding

Buy 50,000 Visitors For 7 USD | Targeted Countries, 100% Real Trattic Quality lsvels

www.alexamaster.net/ v

Discount expires soon. Available unlimited traffic. No bots, 100% real traffic. Order Online. Meodern V

Interface. Services: Advertising, Video Promotion, SEQ
IS - i T D aa——

Buy Human Traffic | Buy High Quality Traffic Here

F 105 - 20 - 40
www.smartyads.com/Buy_traffic ~ LN 0 0s-40 4ps - 60
Smart targeting and detailed reports. Multi-channel advertising mad
Retargeting. Precise audience target. 100% Brand Safety. Programm X

Innovation & Leadership, Tallor-Made Service. Types: Mobile Advert AS So OO ¥ C- O , 2
) 4 A

Web Traffic Packages - 100% Real Human Traffic  » P X
https://ultimatewebtraffic.com/web-traffic-packages/ 2 U' LS n > Q 53 m’- o O 1 2

Buy Web Traffic | Choose from 400+ Niches on 60+ Countries [§g C

Traffic Support 24/7 Ready O Order Now ~ ~ " x
“Ixalate SsOO“ 0.012
TARGETED 10,000 real human visitors to your we X X
SHIWWW.S | .com/ /.. TAl -1 - = -h N - ' 4
e e e o= Douibie Verify - 50.007-0.01
=-100% Real human traffic from our long-standing advertising platfc X X

... 18 it possible to buy visitors from Russian Federation? ‘A O&T SO f‘O? S: C l
-

unlimited TARGETED real human Website TRAFF
https://www.seoclerk.com/Traffic/.. /unlimited-TARGETED-real
% %%k & Rating: 5- 1,837 votes - $27.00 - In stock

o« H s N 6 16,000 30,000
unlimited TARGETED real human Website TRAFFIC for 6 months fo ’ Va | ld t ra ﬁl C go es
|

your traffic as real and probably buy and alsa buy it for .

> WebTrafficGeeks.org: Buy Website Traffic = Targ2te fOr h |gh er p rICES  —

https://webtrafficgeeks.org/ v
Buy Site Traffic ¢ Highest Quality of Visitors ¢ 130+ Niches & 40+ Countries o ... will be Best service

linkedin.com/in/augustinefou e rkEting.SCience November 2018 / Page 33

consulting group, inc.



“Verified” no different than control

“Verified Bots”

Control: No Targeting 18%
15% @W 20%

33%
% +50.25 data CPM
31%
6%

14%
. 3% “Verified Humans”

“verified bots” and “verified W
humans” showed no difference in

guality to each other — AND both
were no different than the
control where no targeting
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They miss obvious botnets

Bots repeatedly loading ads and pages, 100% Android devices

Devices repeatedly load ads 100% Android 8.0.0 visitors
Percent Count Percent HTTP_USER_AGENT
2.5% 1000 d65dd04791dd2280bbbabdfada82f97b 13.1% Mozilla/5.0 (Linux; Android 8.0.0; SM-G950U Build/R16NW) AppleWebKit/537.36.
1.5% 800 04fa879a518e246fefa69d00036d4d14 10.1% Mozilla/5.0 (Linux; Android 8.0.0; SM-NS50U Build/R16NW) AppleWebKit/537.36.
1% 400 24ad77e19a9f4237f18fec203dfffOb2 9.7% Mozilla/5.0 (Linux; Android 8.0.0; SM-G955U Build/R16NW) AppleWebKit/537.36.
1% 400 2dc45da50b08f3db7aeb1d0c20b031eb 8.7% Mozilla/5.0 (Linux; Android 8.0.0; SM-G360U Build/R16NW) AppleWebKit/537.36.
1% 400 306c4302¢342c7ab61eeef24eb28b319 8.6% Mozilla/5.0 (Linux; Android 8.0.0; SM-G965U Build/R16NW) AppleWebKit/537.36.
1% 400 3951a18a64fc98e9c4a022b3f076091e 3.4% Mozilla/5.0 (Linux; Android 8.0.0; SM-G930V Build/R16NW) AppleWebKit/537.36.

1.9% Moazilla/5.0 (Linux; Android 8.0.0; SM-G835V Build/R16NW) AppleWebKit/537.36.
1.3% Mozilla/5.0 (Linux; Android 8.0.0; SM-G930T Build/R16NW) AppleWebKit/537.36.
1.2% Mozilla/5.0 (Linux; Android 8.0.0; SAMSUNG-SM-G935A Build/R16NW) AppleW..
1.1% Mozilla/5.0 (Linux; Android 8.0.0; SM-G892A Build/R16NW) AppleWebKit/537.36.
1.1% Mozilla/5.0 (Linux; Android 8.0.0; SM-G950U Build/R16NW) AppleWebKit/537.36
1.1% Mozilla/5.0 (Linux; Android 8.0.0; XT1650 Build/OCLS27.76-69-6) AppleWebKit/..
1.1% Moazilla/5.0 (Linux; Android 8.0.0; SM-G960U Build/R16NW) AppleWebKit/537.36.
1.1% Mozilla/5.0 (Linux; Android 8.0.0; SM-NS50U Build/R16NW) AppleWebKit/537.36.
0.9% Mozilla/5.0 (Linux; Android 8.0.0; SAMSUNG-SM-G891A Build/R16NW) AppleW..
0.9% Mozilla’5.0 (Linux; Android 8.0.0; SAMSUNG-SM-G230A Build/R16NW) AppleW.,

1% 400 4802ad3326f1163b7ddc68612ef2a67f

1% 400 a51cb46830687aac3dae78e43a40abf5

1% 400 ef2e2579db8812cfad27892749ea3d24
0.5% 200 0081a6d3e98a07124299c857d8048f00
0.5% 200 01dfcfd48b24db669861a2803d2a0136
0.5% 200 02b35a8c67beec1dbbf670e5620cfaal
0.5% 200 0356e61a33d6db997a665f450954934b
0.5% 200 041051869c2b525edf7087483678b227
0.5% 200 0598231c2d4aaf9135378459bc2b9781

0.5% 200 06021693af6b56b6464de20ed98aaelt 0.8% Mozilla/5.0 (Linux; Android 8.0.0; LG-LS993 Build/OPR1.170623.032) AppleWeb. |
0.5% 200 0637bf99a6b9c64cf301bYe7eBeb66c2 0.8% Mozilla/5.0 (Linux; Android 8.0.0; SM-G950U Build/R16NW) AppleWebKit/537.36.
0.5% 200 06493db32a544c6892544e98ef09b4df 0.8% Mozilla/5.0 (Linux; Android 8.0.0; SM-G950U Build/R16NW) AppleWebKit/537.36.
0.5% 200 O0d3dadeOba74b9614e910f2bdad56fab 0.8% Mozilla/5.0 (Linux; Android 8.0.0; SM-G955U Build/R16NW) AppleWebKit/537.36.
0.5% 200 121f80785daf933edf73d02d990b30b 0.8% Mozilla/5.0 (Linux: Android 8.0.0; SM-G960U Build/R16NW) AppleWebKit/537.36.
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Sampling, Bad Measurement

Sampling can lead to large discrepancies and bad measurements

Source 1 Source 2 Source 3
Date Data Points Data Pointf Data Points
7/1/2017 103,790 130,23 1,474
ppoy 075 was s WRONG IVT Measurement
7/3/2017 165290 214,10 2,005
7/4/2017 192,128 243,524 2,012 - H
s Source 3 - in ad iframe, badly sampled
7/6/2017 211,443 278,473 2,414
7/7/2017 173,769 202,879 2,007
i s (. Comparison of 3| easurements
7/9/2017 132,425 171,644 1,689
7/10/2017 209,714 2,420 60%
7/11/2017 213,362 2,289
7/12/2017 221,638 2,458
7/13/2017 202,872 2,634 50%
7/14/2017 170,528 2,141
7/15/2017 106,727 1,439 0% /
7/16/2017 118,995 1,521
7/17/2017 196,309 2,407
7/18/2017 232,350 1,877 30%
7/19/2017 219,142 1,957
7/20/2017 203,270 1,891 0%
7/21/2017 174,089 1,731
7/22/2017 119,673 1,231
7/23/2017 129,402 1,475 10%
7/24/2017 209,837 2,350
7/25/2017 254,121 4,055 0
7/26/2017 240,000 2,042 o
7/27/2017 203,728 1,121
7/28/2017 176,055 1012 s S0Urce 1 s Source 2 Source 3
7/29/2017 118,056 746
7/30/2017 128526 686
7/31/2017 211,240 1,187
5,474,878 58,061 e
.o |INCOrrect, due to sampling
—
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Legit sites incorrectly marked

fakesitel23.com

\ declared
esquire.gom

passes blacklist

passes whitelist

bid request

1. fakesite1l23.com has to pretend
to be esquire.com to get bids;

ko 2. fraud mefsurement shows high

M(spoofed)-

esquwe com

travelchannel.com 1® measuring the fake

76% “rc with fake traffic
ﬂs Fake esquire.com gets mixed with
real so average fraud rates
latimes.com 72% appear high.
4. Real esquire.com gets backlisted;

bad guy moves on to another
domain.

foodnetwork.com

popularmechanics.

reuters.com 71%
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Domain spoofing examples

Fake sites disguise themselves as good domains to sell inventory

2017

— W\ A

Finanecial Times Finds Counterfeit
Ad Space Was Offered by al Leasl
Six Companies

oal glioTSs gie FAUsINg 1ne selves Tooding ad tech Tums int

“bad actors intentionally disguise the nature of
the ad space they’re selling. ... a marketer might
believe they’re paying for ads on FT.com.”

linkedin.com/in/augustinefou

marketing.science

2018

mm NOWS OVONTS WIIEMARS CoaNCeT ADWIIX Joos

nunw

Security Researchers Find New
Loophole in IAB’s Ad Fraud Prevention
Framework

new (8cnmiyg KES advan 2 ol -app advertising systems

“more than 1,400 apps were
found to have loaded ads under
TV Guide’s domain name”
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(2017) Pop-Unders / Redirects

These forms of fraud typically get by current fraud detection tech

BuzzFeepnNEWS / &ragme
VOLUME

BuzzFeed Quizzes Tasty More

@ TOT

Myspace Looked Like It Was
Back. Actually, It Was A
Pawn In An Ad Fraud
Scheme

‘ SIS ' In @ sign of just how murky the world of digital ads has
o8 ‘ become, Myspace and GateHouse Media say they

don't know who earned money from a large number of
fraudulent video views that took place on their

a.k.a. “zero-click” “pop-under” s
- “forced-view” “auto-nav” @ ..

Source: https://www.buzzfeed.com/craigsilverman/remember-tom
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Fake sites/apps NOT detected

Fake sites

1221e236c¢3f8703.com
62b70ac32d4614b.com
a6f845e6c37b2833148.com
da60995df247712.com
d869381a42af33b.com
alblea8f418ca02ad4e.com
1de10ecf04779.com
2c0dad36bdb9eb859f0.com
abbe07586bc4a7.com
fe95a992e6afb.com
42eed1a0d9c129.com
da6fdallb2b0Oba.com
afa9bdfab3bf7.com
739¢49a8c68917.com
baa2e174884c9c0460e.com
d602196786e42d.com
153105¢c2f9564.com
8761f9f83613.com
20a840al14a0ef7d6.com
31a5610ce3a8a2.com
5726303d87522d05.com
3ac901bf5793b0fccff.com
b014381c95ch.com
2137dc12f9d8.com

linkedin.com/in/augustinefou

Fake sites

06f09b1008ae993a5a.com
fbfd396918c60838.com
97ff6233061f4c26996.com
b1f6fe5e3f0c3c8bab.com
23205523023daeab.com
6068al7eed25.com
b1fe8a95ae27823.com
f4906b7c15ba.com
eac0823ca9%4e3c07.com
1f7de8569ea97f0614.com
21¢c9a53484951.com
24ad89fc2690ed9369.com
efd3b86a5fbddda.com
34c2f22e9503ace.com
0926a687679d337e9d.com
6a40194bef976cc.com
33ae985c0ea917.com
02aa19117f396e9.com
f8260adbf8558d6.com
9376ec23d50bl.com
pushedwebnews.com
a0675c1160debcb.com
0f461325bf56c3el1b9.com
850a54dbd2398a2.com

marketing.science
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Fake apps

com.dxnxbgj.mkridgxviigaogw
com.obugniljhe.fptvzngwhmcjm
com.bpo.ksuhpsdkgvbtlsw
com.rlcznwgouw.vvtexstbfttngc
com.kasbgf.sbzwtgpcbjexi
com.bprlgbl.vbze
com.zka.lzhsoueilo
com.alxsavx.mizzucnlb
com.jxknvk.Irwfdfirdzpsw
com.tvwvqgbt.wbshaguqy
com.iwnxtpahcu.leyuehdwdbb
com.okf.rhvemtykfibzpxj
com.obpmirzste.ldsjpv
com.zmm.shmxvjxnsagndui
com.ngzwr.leusrmpmsq
com.rced.zcdsglptpdiwpu
com.kerms.ehlsgnc
com.cmia.iabhheltm
com.skggynmtx.tyyjnwpefvqtll
com.kgdtltnuv.hayvfhob
com.ztzsigg.dyojlxdscxws
com.xlwuge.ddrdhsuosbn
com.rkrhmzee.wjcoznxu
com.ebhzb.hbzvomzpcctovj
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Fake botnet fabricated for PR

Releases Next
Generation Fraud Detection
Algorithm

Ad Fraud Prevention Innevator Exposes Sports Bot Using Latest
Machine Learning lechniques

NEWS PROIVDED Sy SHARE THIS ARTICLE
QT 20°7 COCCET ° @ ° o o @ @

fraudt cletaction and preven today announced the of 1tS next

nernticn of Eotnet detrcnon algorithms, focuzan on expnsing =n;

ey g the latest methodelogies Lo gererate sophisticated nvalic

traffic and steal adwetiser delars

wecond generation algorithbms introd uce cramatic

Improvenents to its automated traftic detectior mechanisr primariiy

thro AacaInG @aming marindongies
rire roer N i0 sulernzsled cafic dewction by

Lehaviora: analyses of brow behaviors e Klentihy oattems assollatec

with autemnatad arnwsirg thar zimuatez human traffic. As froudstes come
up wilh even mors insidicus ways Lo generste humen-tke bots the
slgorthms wil afle 23m of 4313 sclentists to gstect this Twpe

of malcious bebavor more rapioly. Suppy-side olayers n particalar, wi'l

Lensfit trom the Impravement oy al Ng therm to detact susoicious

sources and keep tha r ad suoply as clean &z passib e

Nctaoly, the nhew algoritnms bave already Hagged up to 75% of pre bid

fuasts o NEL teans demaing nunning throuak upplysics
par 1 suspizion of raue. This orormpled @ cormprebenst
span G 3 much breager 3270t team sports snd s001ts m

revening e NEL NHA NHL anc MIB leadirg ta the discovery of Snors
Bot, Through the course of e sTady inore than 27 billion pre-bd requests

analyzed translarng to an estimatec] cast of $200-3250 millon

linkedin.com/in/augustinefou

marketing.science

Sportsbot was entirely fabricated for PR for fraud detection co.

PRESS RELEASE:

“used highly sophisticated techniques
to fraudulently load ads on the
affected sites without the site owners'
consent, leveraging a new
methodology that allows it to
monetize inventory on premium
domains.”

“The botnet was completely fabricated for the press
releasd announcing their new algo. None of this
actually happened; no ads were injected \into any of
the sites they named in the press release. This was
confirmed by direct measurement on the good
publishers’ sites. They were falsely accused and their
reputation was harmed by this publicity stunt.
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Just because you can’t measure it

Less than 4% of digital ads in
Australia are fraudulent, claims IAB

Marct N7 10:05%

&y SIMON CANNINC

from othet

Bureau of

... doesn’t ean it’s not there.
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MRC, TAG

Media Ratings Council Trustworthy
v Accountability Group

(g

TRUSTWORTHY
ACCOUNTABILITY

Accrodiied by
Aedio
Rasng Counal®

“MRC accredits companies for
measuring what they say they
will measure and to standards;

MRC cannot ascertain whether TAG certification allows
the measurements are correct” companies to self-declare
they are trustworthy and
GIVT SIVT clean.
Bots that self- Blackbox, secret
declare sauce
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TAG claims credit for others’ work

Mike Zaneis (umiiezaneis - 6h v
Atag_today Certified channels reduce fraud levels by more than 83%, new study

“@tag_today says it has a
i ,. ‘monumental’ breakthrough
‘8 on a method that can cut

Rachel N Thomas ©/Fache! I Thom v
ICYMI “@TAG 1oday certified ad dhannels shown to reduce invalid traffic by more
than 80 percent, again” - via !

online fraud by more than
83%"

This exercise allowed us to create an initial “baseline” level of
o IVT present in a TAG Certified Channel: 1.48%.
ay |
O T‘{ Me We then compared our TAG Certified baseline to a combination
ACC 0\3?
TAG-certified ad channels shown to reduce invalid traffic by more tha,..
The second annual report on the efforts by this anti-fraud Industry group
finds that agencles, ad platforms and publishers following Its guidelines r. adit
martachtoday o T’ st
2 3 and White Ops looked only for GIVT, excludnng SIVT. While we felt
MIKE LAN@IS (@ MIKEZANENS * /1) that these studies were the most relevant points of comparison
Agencies That Use @tag today Partners See 83 Percent © to the TAG Certified baseline, it should be noted that the TAG
B3 Agencies That Use TAG Partners Certified baseline includes both GIVT and SIVT and therefore
In what it calls a “monumental® bre @ encompasses more of the measurable fraud in a campaign than
Trustworthy Accountability Group s the vendor studies against which it is compared.
ad fraud by more than 83 percent,
~ The 614 Group intends to use the initial baseline as a benchmark
(G for measuring IVT levels in TAG Certified Channels going
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Local TV websites

Great consistency in the data over long periods of time

1 May, 2018 - 8 July, 2018 ' Download CSV  Reset |

* Both

w M ,,ww oAty 22

tnnmnmmmmmnmmmnnnnmm mmmuu,w
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Local radio websites

Great consistency in the data over long periods of time

{ Download CSV ~ Reset |

1 May, 2018 - 8 July, 2018 v
: ‘* Both

Ak 1 ARARA. ARARA A ARANA AAGA . ARRAA Af AORA  AARAA, Ad, ) ' Humans
AU VU VUL UL Y VRARRTY VA VLAY Y Y Y VYAV VR VR ot

100 48%

80

o) lﬁ" ?“"‘rl1l"1 .l [l ”'1‘1 #“ " ’?)? H ,“!‘,'W‘
T R ..u’m..m*u..smt..mn..um.m.n. 0

Jul 01 Jul 08

0=
May 01 May 08 May 16 May 24 Jun 01 Jun 08 Jun 16 Jun 23

14%

13%
4%
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Magazine websites

Great consistency in the data over long periods of time

1 May, 2018 - 9 July, 2018 ™ v ' Download CSV || Reset |
I Y ) N | | A © Both
""l‘ J AL l l“ Al ‘ | ” ” ” “ H “ © Humans
2R RRRA MAERRRARARRARR \ ‘ | | A | A [ | l . Bots
100 .
80
60
40
= 12%
1%
1%

VY
0 I

May 01 May 08 May 16 May 24 Jun 01 Jun 08 Jun 16 Jun 23 Jul 01 Jul 08
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Humans (blue) on ad networks vs good publishers

Ad Networks

36% 18% 14% 9% 8% 7% 6% 5% B ﬂ“!g; | A
) 1% 59, 25% 16% 2% 2% 2%
15% 13%

5% 25%

2% 28% 52%
14% 18%
16% )
i]
38% 13% 26% 29% 38% 19% 28% 56% 24% 19%
Publishers

B7% 85%, 80% 70% 78% 7% I 73% 73% I 72% I 70%
. 12% 10% 16% 13%
48 % s 9 E $°E 7% 7% 7% 8%
. 1% = 0% B - B B 1y B B B . 3%

marketing.science
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Marketers are running
their own experiments




Chase: -99% reach, no impact
“Q9% reduction in ‘reach’ ... Same Results.”

w € Q Ehe New YJork Times “JPMorgan had already decided
/EDIA e £33 © last year to oversee its own
Chase Had Ads on 400,000 Sites programmatic buying operation.
Then on Just 5,000. Same Result

00 Advertisements for JPMorgan

SAPNA MAHFSHWARI  MARCH 20 2007

Chase were appearing on about
400,000 websites a month. [But]
only 12,000, or 3 percent, led to
activity beyond an impression.

[Then, Chase] limited its display
ads to about 5,000 websites. We
haven’t seen any deterioration on
our performance metrics,” Ms.

Lemkau said.”
Source: NYTimes, March 29, 2017

(because it wasn’t real, human reach)

linkedin.com/in/augustinefou ma rkEting.SCience November 2018 / Page 50

consulting group, inc.


https://www.nytimes.com/2017/03/29/business/chase-ads-youtube-fake-news-offensive-videos.html

P&G: cut S200M, no impact

= THE WALL STREET JOURNAL.
P& Contends Too Much Digital Ad

Spendmo Is a V\ aste

World's biggest advertiser slashed digital ad spending by $200 million

last year

Ry Suzamme Vranica | 74 COMMENTS

March 1200894/ am. | |

linkedin.com/in/augustinefou

marketing.science

“Once we got transparency, it
illuminated what reality was,” said
Mr. Pritchard. P&G then took matters
into its owns hands and voted with
its dollars, he said.”

“As we all chased the Holy Grail of
digital, self-included, we were
relinquishing too much control—
blinded by shiny objects,
overwhelmed by big data, and ceding
power to algorithms,” Mr. Pritchard

said.
Source: WSJ, March 2018
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https://www.wsj.com/articles/p-g-slashed-digital-ad-spending-by-another-100-million-1519915621

Ad Fraud is NOT a Tech
Problem ...
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Ad Fraud IS an Incentives
Problem...




“Ad Tech Tax” Middlemen Profits

Demand Side Sell Side
Advertisers Agencies Execution Other Targeting Exchange / Publishers
Fees Data SSP
6% 12% 1% 9% 11-18%

(Avg. 15%)

n
.

Source: ANA, May 2017

$0.82 $0.81 $0.72

|nventory

$0.61-$0.54

R S —

Source: WFA, April 2017

100% A&

?

P————

‘“Working media’ le
(dependent on
ad fraud scenario)

‘Non-working media’ level
===0 (dependenton
ad fraud scenario)
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https://www.wfanet.org/app/uploads/2017/04/WFA_Compendium_Of_Ad_Fraud_Knowledge.pdf
http://www.ana.net/miccontent/show/id/ii-programmatic-financial-fog

Walled gardens are fine, on-site ...

e - Google Facebook _________ |
. GDN | Search Display | FBX !
: google.com facebook.com i

facebook app |

“bots can’t make money
when ads load here

less bots | more humans
first-party IDs, people-based marketing
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Compare actual outcomes

Site Traffic Humans Conversions
Display 1 f
2,036 humans
) IJJJJJIA';D%J LE
Display|2
4,216 humans
Display'3
225 humans
Display'4
168 humans
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Small businesses found/killed fraud

Small Business A

* Noticed a 118,600% increase in Android devices hitting her site
during campaign — AND no additional goal completions

 Compiled additional data that corroborated it was fraud;
presented to ad network and got refund for entire campaign

Small Business B

* Year over year, marketer noticed the discrepancy between counts
reported by ad network versus his own Google Analytics shot up
dramatically (even though cost-per-action remained similar).

* Conversions also dropped dramatically. With deeper digging, he
found the ratio of audience network inventory grew from 5% to
65% of total impressions. Solved by turning off audience network.

“Both of these small businesses used their own analytics and gut
instinct; they resolved ad fraud without using any expensive tech.”
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How do we actually solve
ad fraud?




* Digital assurance
* Publisher audits

* Continuous assurance
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Stop buying poop water (bad ads)

“Which? 1) start with ‘poop water’ and filter it
before you drink it?, or 2) start with fresh water?”

“fraud detection can’t filter it for you”

=

About 376,000 results (0.53 seconds)

This Ingenious Machine Turns Feces Into Drinking Water | Bill Gates
https://www.gatesnotes.com/Development/Omniprocessor-From-Poop-to-Potab
Jan 5, 2015 - Bill Gates recently got to check out the Omniprocessor, an ingenious .
Janicki Bioenergy, which turns human waste into water and .

Watch Bill Gates Sip Water Made From Sewer Sludge [Update
www.forbes.com/sites/amitchowdhry/2015/01/10/janicki-omniprocessor/ «
Jan 10, 2015 - The goal of the Gates Foundation is to improve the quality of life for pe
world. Over 2.5 billion people around the world do not ...

Bill Gates' poop water machine gets a test run - Aug. 13, 2015
money.cnn.com/2015/08/13/technology/bill-gates-poop-water/ v
Aug 13, 2015 - Bill Gates is backing a machine that turns poop into water, electricity 4
third of whom have no access to the city's sewer system

Water, Sanitation & Hygiene - Bill & Melinda Gates Foundatio
www.gatesfoundation.org/What-We-Do/Global.../Water-Sanitation-and-Hygiene v
Our Water, Sanitation & Hygiene strategy is led by Brian Arbogast, director, and ... other systems that
discharge raw sewage into open drains or surface waters.
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“fight ad fraud with
common sense”

- stop wasting money on tech that
doesn’t work

- insist on detailed data and look at
the analytics yourself
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#FOMO or #FOFO
(or both)
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Tech + Technique
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Tech to see relative quality

 Blue means humans

Marketer 1 « Red means bots Marketer 2
utm_medium=cpc e
url:cmps= I
utm_medium=email |
urlzcmp= I ————
utm_medium=remarketing_
urlzcmp= B i
url:cmp= utm_source=, _
url:cmp-_— Utm_sourcez' _
utm_source= L [,
url:cmp=
utm_source= =
url:cmp= BT B
urlzcmp= I .

url:cmp=

“increase spend on sources driving more humans
(blue); reduce spend on sources with more bots (red)”

marketing.science

linkedin.com/in/augustinefou
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Technique to reduce fraud

For each “bid won,” an “ad impression” should be served

L l l' y Bad guys may not

Bids Impression .
Domain won sserved % difference even wait till the ad
Weather.com 346,071 360,000 4% IS Served Slnce the
Spotify.com 554,682 524,000 -6% Y
zimbio 108,039 94,000 -13% 1
looper 101,288 84,000 -17% are already pald
standardnews 112,809 92,000 -18% based on the number
accuweather 120,586 96,000 -20% . .
tvtropes 08099 72,000 27% of impressions won.
easybib 141,276 102,000 -28%
Citationmachine 231,399 166,000 -28%
Howstuffworks 678,279 484,000 -29%
Definition 280,653 190,000 -32% From the data’ the
Wunderground 192,239 124,000 -35% more fraudulent the
Centurylink 154,482 83,000 -46% .
groovyhistory 78,344 40,000 -49% site, the greater the (
Eternallifestyle 244,263 114,000 -53% d. )
pOgO 125,501 56,000 -55% IsCrepancy
Zynga 144,829 64,000 -56% - e.g. 80 — 100%
Wildtangent 246,766 34,000 -86%
getitlove 126,768 - -100%
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Marketers” anti-fraud playbooks

“Plays” that marketers can run themselves, to assess ad fraud

* Brand (B2C) Marketers’ Anti-Fraud Playbook

* Performance (B2B) Marketers’ Anti-Fraud
Playbook

* Questions to Ask Verification Vendors

“They sell fraud detection; | teach
fraud prevention.”
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Buy from Good Publishers
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Il(

How can we tell “geood” from “other?”

“Business practice review by independent 3™ party
provides the trust and assurance that distinguishes

27

good publishers from ‘sites that carry ads’.

N 3-Step Publisher Certification Process

Business :
v Process N N . . .

- Review - « Business process review to validate
N business practices used to manage

audience traffic

« Technology employed to validate
quantities of third-party website
Aliance for i analytics
Audited Media ==
' ) « Technology employed to validate that
business practices are working

Quality Quantny propgrly to deliver high-quality
Verification N§ Verification audience

” Alfanca for h
Audited Media
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Don’t “source traffic”

Sourcing traffic (not digital marketing) exposes you to fraud

!

V Rzl Uitr marketing sclence

Choose Your “Traffic Quality Level”

il I."Iw,

L M"n MLI ‘l

-

R X
org T X T T —
llllll Traffic Scurce X

x AS~50.007-0.012

x Forensiq~ 50.006-0.012
Pixalate - 50.004-0.012

~ Double Verity - $0.007-0.01

{ MOAT - $0.007-50.012

“Valid traffic” goes
for higher prices
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Good publishers protect advertisers

“Filter data center traffic and not call the ads”

On-Site measurement,
bots are still coming | || |

i

}!m}m‘ L11% red

In-Ad measurement, bots
and data centers filtered ’

YA L T TR \M LRYIR !H lm I‘..] '
*"‘ « *W w«‘\‘v“ ‘\th‘\‘w\w“\% i \\g#‘lﬂ\..".\h \.uw. Wy .\2/ o red

v'|-|
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Good publishers protect their users

“minimize 3" party javascript trackers on pages”

42 Trackers

Adube Audience TS
Aparegate Knowle
Akamal Cookee 5y
Amazon Associates
ApoNCaus

SwSwach

Uataxs

DoubieC Rk
DoubleCick Dkt M
DoubicCick Sputk
Drawhnagn
Eyeois

Faccbook Descon
Facchook Conned
¥ lasntaikong
Googke AISenss
Googie Anatytics
Coogic Publnhicr
ndex Exchange (F
Insightt xpress
infegral Ad SOence
Medahtam

Moat

Netitatngs S#cCe
New Rl
Optimirey

Parse iy

8 Trackers

Parcly
Pinterest
Rubikcon

De1]
ScoreCard Resea

=" 42 trackers 8 trackers =W

Teans :
_« = Google Dynamic R..
TradeOesh

weonee  24.3s load time 1.3s load time 5

Yahoo Ad Manage Racket Fuel

Jemanta

Twitter Advertising
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Good publishers have good practices

Good Publishers “sites that carry ads”

100
"

J’V‘-‘-‘fg‘_‘ 17fffff7'

i ”’JM i \H I “ I ﬁ ‘\ } H?w:\” ‘.“M!l'\l'll ’ ll““n H’ ] |

* don‘t source traffic * source traffic
* protect advertisers * audience extension
* protect consumers * auto-refresh

e traffic laundering

“good business practices lead to good looking data”
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Buy from Quality
Certified Publishers e




Opportunity
&
Obligation
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HEAR NO SPEAKNO SEENO
AD FRAUD AD ERAUD AD FRAUD

- - VERIFICATION
MARKETERS AD TECH e

Digital Marketing circa 2018
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About the Author

Augustine Fou, PhD.
acfou [@] mktsci.com
212.203.7239
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Dr. Augustine Fou — Independent Ad Fraud Researcher

Published slide decks and posts:
http://www.slideshare.net/auqustinefou/presentations

https://www.linkedin.com/today/author/auqustinefou

Ifriends and Dreammining, a gaming hub aimed at voung girls, plus a variety of
juently blacklisted by ad buyers. According to Amgustine Fou, founder of the

1g Science Consulting Group, Dreammining raises many questions. Using Alexa
1 found Dreammining’s top search term to be “mining of selena,” which exhibits
fic on Google, he points out. The site also has a high at-work andience that doesn't
i demo, while the second- and third-largest domains driving traffic to the site are

AdvertisingAge b

In the video below, ad fraud researcher and technical
forensics expert Dr. Augustine Fou demonstrates how
these scammers work their craft, narrating a simulation
of a real bot script he ran on top of a dummy version of
The New York Times' homepage. While these bots are

linkedin.com/in/augustinefou

marketing.science

THE WALL STREET JOURNAL 2015

Ton the s ol wiesws ULy Peickery, Dese Teatabsbers wre loaking to amke ss nuei imaney ns

pussible feom (his praciice, ol aoliles Jegilissale websites, ey aren’| (oo conceroed

with guarding the integdrily of editorial conten:. So ey can just put ads wherever they

need to po o Web pages to et a luigh :core from the third porties that track Web ad

cious, saad U

visvability. They alzo know nat to score 20 high that thevloak sus

SHAREON. o former ad rrenes exccutive who has heearae n cansulrant specializing in

non hvman trafe

ExchangeWire 2016

ExchangsiVire Invite Dr AUGESTING FOU (pictured
oelaw), a cybersecurity and ad fraud resaarcher,

Wno advises advanisers, publishars, and
agencies on the techmical aspects of fighting
digital ad fraud and improving the effectivensss
of digital advertising, to explain the threats thet
jJavascript trackers poss 1o webaite owners (1.6,
publishars) whan Installsd on thsir sites, Dr Fou

For those buylng oniine ads. It might just be both halves, due 1o fraud.
"It's about &0 t0 100 per cent fraud, with an average of 90 per cent, but it
is not evenly distributed.” said Augustine Fou, an independent ad lraud
researcher, in a report published this month,
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