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What is Ad Fraud?
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Who Am I?
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What is digital ad fraud ?

Ad Fraud = ad impressions caused 
by bots, not seen by humans

Impression Fraud
(CPM) Fraud

(includes mobile display, video ads)

Click Fraud
(CPC) Fraud

(includes mobile search ads)
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How bad guys commit ad fraud
1. set up

FAKE SITES
2. buy

FAKE TRAFFIC
3. sell

FAKE ADS
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Why is ad fraud bad?

Advertisers Publishers 

Bad Guys

1/3

2/3
Ads are not shown 
to humans, wasted 

ad dollars

Ad revenue declines 
because dollars are 
stolen by bad guys.

Steal money using fake 
ads; siphon dollars out 

of ecosystem.
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Ad dollars fund child abuse sites

“Using a variety of 
sophisticated 
techniques to avoid 
detection, offenders 
are exploiting online 
advertising 
networks to 
monetise their 
distribution of child 
sexual abuse 
material.”

Source: The Drum 
Nov 6, 2018
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(2013) Ad dollars fund piracy sites

“Highly Lucrative, Profitable
The aggregate ad revenue 
for the sample of 596 sites 
was an estimated $56.7 
million for Q3 of 2013, 
projecting out to $226.7 
million dollars annually, 
with average profit margins 
of 83%, ranging from 80% to 
as high as 94%.”

Source: Digital Citizens Alliance Study

https://thetrichordist.com/2013/01/28/over-50-major-
brands-supporting-music-piracy-its-big-business/

https://media.gractions.com/314A5A5A9ABBBBC5E3BD824CF47C46EF4B9D3A76/4af7db7f-03e7-49cb-aeb8-ad0671a4e1c7.pdf
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DDoS traffic for ad revenue
DDoS attacks overwhelm with traffic; now use traffic to make ad revenue

Google Digital Attack Map

http://www.digitalattackmap.com/#anim=1&color=0&country=ALL&list=0&time=17701&view=map
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Economics of botnets explained

Source: MIT Tech Review, May 2018

“distributed denial-of-service 
attacks using a network of 30,000 
bots can generate around 
$26,000 a month. Spam 
advertising with 10,000 bots 
generates around $300,000 a 
month, and bank fraud with 
30,000 bots can generate over 
$18 million per month. But the 
most profitable undertaking is 
click fraud, which generates well 
over $20 million a month of 
profit.”

Botnets can be used 
for a variety of things

https://www.technologyreview.com/s/611123/inside-the-business-model-for-botnets/
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Insane profits from ad fraud

Sample Campaign 1
• Amount spent to buy traffic – $183,000
• Traffic purchased – 37 million pageviews ($4.99 CPM)
• Clicks successfully sold – 3.8 million (passed all fraud filters)
• CPC earned $1.20, at 10% click through rate

$4.6 million payout

25X return
$15.9 billion 

annualized fraud

Sample Campaign 2
• Amount spent to buy traffic – $24,000
• Traffic purchased – 23 million pageviews ($1.03 CPM)
• Clicks successfully sold – 2.5 million (passed all fraud filters)
• CPC earned $0.39, at 11% click through rate

$982k payout

41X return
$5.5 billion 

annualized fraud
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The most profitable criminal activity 

2,500 - 4,100% returns

11% returns1% interest

digital ad fraud

stock marketbank interest

“where else can I get multi-
thousands percent returns on 
my money? Right. Nowhere.”
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Two main kinds of ad fraud

“Everything else is a derivative of (e.g. 
cost-per-install fraud), or in support of (e.g. 
tricking measurement, attribution, covering 

tracks) the above 2 forms of ad fraud.”

Impression Fraud
(CPM) Fraud

(includes mobile display, video ads)

Click Fraud
(CPC) Fraud

(includes mobile search ads)
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Why? Largest buckets of spend
Leads

(CPL)

Sales
(CPA)

Lead Gen
$2.0B

Other
$5.0B

• classifieds
• sponsorship
• rich media

Impressions
(CPM/CPV)

Clicks
(CPC)

Search 46%
Display 31%

Video 14%

91% digital ad spend Source: IAB FY 2017 Report
Estimated >$300B in 2018

9% spend
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How Big is Ad Fraud?
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Everyone has an opinion… 

Ads fraud is 
“non-existent” 
– IAB Australia

“Ad fraud is $6.5 
billion or 9% of 

display ad spend”
-- ANA/WhiteOps

“88% - 98% of clicks 
are generated by 

bots”
- Oxford Biochron
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(2015) Display ads …
Increased CPM prices        

by 800%
Decreased impression 

volume by 92%

Source: http://adexchanger.com/ad-exchange-news/6-months-after-fraud-cleanup-appnexus-shares-effect-on-its-exchange/

260 billion

20 billion

> $1.60

< 20 cents
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Methbot, Hyphbot (video fraud)
Vast botnets targeting high-value video ads, disguising/hiding

Source: Dec 2016 WhiteOps Discloses Methbot
Research

“Methbot, steals $2 billion 

annualized; and it avoided 
detection for years.”

• Targeted video ad inventory
$13 average CPM, 10X higher 
than display ads

• Disguised as residential
bots pretended to be from 
residential IP addresses

2016

Source: Adform, Nov 2017

“Hyphbot, targeted video 
ad inventory avoided 

detection.”

2017

• active through at least 14 
different exchanges and SSPs

• generating up to 1.5 billion 
requests per day 

• generated fake traffic on 
more than 34,000 different 
domains, 600k IP addresses

http://www.whiteops.com/METHBOT
https://site.adform.com/media/85132/hyphbot_whitepaper_.pdf?utm_source=The+Adform+Insider+Newsletter&utm_campaign=19ef9caf87-EMAIL_CAMPAIGN_2017_11_20&utm_medium=email&utm_term=0_0eb4077096-19ef9caf87-417579041
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(2017) Mobile app install fraud
Source: October 2018, 
Tune

average 20% fraud

100% fraud

50% fraud24 billion clicks on 
700 mobile networks

https://www.tune.com/blog/mobile-ad-fraud-24-billion-clicks-700-ad-networks-reveals/
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(2017) Handful of bad apps

1 (52% of impressions) 2 (48% of impr)

66% avg fraud

18% avg fraud

1. 9% of the apps caused 52% of impressions; 66% outright fraud
2. Remaining 91% of apps caused 48% of impressions, 18% outright fraud

• 1 billion mobile display impressions
• Nearly 1,000 apps cross referenced with SDK

Source: https://www.slideshare.net/augustinefou/mobile-display-fraud-case-study
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Fake devices pass fake location

Houston, TX Bozeman, MT

Fake devices declare fake locations to absorb higher ad spend
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(2017) Mobile display ad fraud
“Judy Malware”
• 40 bad apps to load ads
• 36 million fake devices to load 

bad apps that load display ads
• e.g. 30 ads per device /minute
• 30 ads per minute = 1 billion 

fraud impressions per minute

“Fireball Malware”
• 250 million infected computers
• primary use = traffic for ad fraud
• 4 ads /pageview (2s load time)
• fraudulent impressions at the 

rate of 30 billion per minute

Source: Forbes, May 2017 Source: Checkpoint

https://www.forbes.com/sites/thomasbrewster/2017/05/26/google-shuts-down-massive-ad-fraud-on-play-store/#6c656b497807
https://blog.checkpoint.com/2017/06/01/fireball-chinese-malware-250-million-infection/
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(2018) Mobile app spoofing

One example was an Android app called 

MegaCast, which was found to be displaying the 
unique ID of others apps to attract bids for ads.

[Google] "confirmed the traffic from the apps 

"seems to be a blend of organic user traffic and 

artificially inflated ad traffic, including traffic 
based on hidden ads".

The scheme reportedly involved 125 Android apps 

and websites.  … the fraudsters buy legitimate 

Android apps with an established reputation and 

then … blend bot- and human-generated traffic 

to evade ad-fraud detection.

The TechSnab malware is usually bundled with 

free, third-party apps and is installed as a 

browser extension. Users would discover an 

infection if they see pop-ups, pop-unders and 

various other ads marked 'TechSnab'.

Source: Buzzfeed News, Oct 2018

https://www.buzzfeednews.com/article/craigsilverman/how-a-massive-ad-fraud-scheme-exploited-android-phones-to
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(2015) Apps doing ad fraud

Source: BusinessInsider, July 2015

“A user downloads an app 
from the official app store 
— which may look 
legitimate and have 
hundreds of positive reviews 
— which then runs in the 
background, serving 
hundreds of ads at a rate as 
high as 20 ads per minute”

Known and documented 
for years – now mobile is 
majority of digital spend

http://www.businessinsider.com/forensiq-mobile-device-hijacking-ad-fraud-report-on-ios-windows-phone-and-android-2015-7
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Impressions offered (30 days)
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$23
(outside Google/Facebook)

There’s 160X more “sites with ads”

Good Publishers “sites with ads” 

Source: Verisign, Q4 2016

329M
domains

est. 164 million
“sites that carry ads”

“sites you’ve heard of”

WSJ
ESPN
NYTimes

Economist
Reuters

Elle

0.3%

no ads

carry ads

160X more 

78% 
programmatic

est. 1 million

http://www.verisign.com/en_US/domain-names/dnib/index.xhtml
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$23
(outside Google/Facebook)

700X more 

There’s 700X more fake apps

7M
apps

Source: Statista, March 2017

6.99 million
96% “apps that carry ads”

10,000
“apps you’ve heard of”

Facebook
Spotify
Pandora

Zynga
Pokemon
YouTube

Facebook, 2015
Users use 8 – 15 apps on 
their phones. 

Spotify, 2016
People have 25 apps on their 
phones, use 5-8 regularly

Forrester Research, May 2017
Humans “use 9 apps per day, 
30 per month”

78% 
programmatic

https://www.statista.com/statistics/276623/number-of-apps-available-in-leading-app-stores/
https://techcrunch.com/2017/05/04/report-smartphone-owners-are-using-9-apps-per-day-30-per-month/
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Myth of the long tail of sites
Most people visit sites they know most; occasionally long tail ones

“There are numerous pieces of research on how even as people 
accumulate hundreds of TV channels, they only watch seven. It's rather 
commonly accepted that in a sea of millions of mobile apps, most people 
stick to half a dozen.”

http://www.businessinsider.com/the-advertising-industry-has-been-
living-a-lie-2017-10
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Real billboards vs digital ads
Infinite quantities of digital ads can be created on real or fake sites

Unlike real billboards that 
people actually drive by in 
the physical world … 

Limitless quantities of digital 
ads can be created on fake 
sites that humans never visit.
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Ad fraud is at all-time highs
There’s $100B in digital ad spend to steal from, year after year

U.S. Digital Ad Spend
($ billions)

Actuals Projected

Digital Ad Fraud
($ billions)

($300B worldwide)
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10 – 90

1 - 99
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Why isn’t it detected?
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Bad guys easily avoid detection
Blocking of tags, altering measurement to avoid detection

Detection Tag Blocking — analytics 
tags/fraud detection tags are accidentally 
blocked or maliciously stripped out

“malicious code manipulated data to 
ensure that otherwise unviewable ads 
showed up in measurement systems 
as valid impressions, which resulted in 
payment being made for the ad.”

Source: Buzzfeed, March 2018

https://www.buzzfeed.com/craigsilverman/newsweek-ibt-malicious-code-ad-fraud
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Traffic sellers’ “high quality traffic”
Many sources to buy “traffic” and even tune “quality” level

Choose Your “Traffic Quality Level”

“Valid traffic” goes 
for higher prices
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“Verified” no different than control
“Verified Bots”

“Verified Humans”

Control: No Targeting

+$0.25 data CPM

+$0.25 data CPM

“verified bots” and “verified 
humans” showed no difference in 
quality to each other – AND both 

were no different than the 
control where no targeting 
was used.
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They miss obvious botnets
Bots repeatedly loading ads and pages, 100% Android devices

Devices repeatedly load ads 100% Android 8.0.0 visitors
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Sampling, Bad Measurement
Sampling can lead to large discrepancies and bad measurements

WRONG IVT Measurement
Source 3 - in ad iframe, badly sampled

Incorrect, due to sampling
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Legit sites incorrectly marked

Domain (spoofed) % SIVT

esquire.com 77%

travelchannel.com 76%

foodnetwork.com 76%

popularmechanics.com 74%

latimes.com 72%

reuters.com 71%

bid request

fakesite123.com

esquire.com
passes blacklist

passes whitelist

✅

✅

declared

1. fakesite123.com has to pretend 
to be esquire.com to get bids; 

2. fraud measurement shows high 
IVT b/c it is measuring the fake 
site with fake traffic

3. Fake esquire.com gets mixed with 
real so average fraud rates 
appear high.

4. Real esquire.com gets backlisted; 
bad guy moves on to another 
domain. 
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Domain spoofing examples
Fake sites disguise themselves as good domains to sell inventory

“bad actors intentionally disguise the nature of 
the ad space they’re selling. … a marketer might 
believe they’re paying for ads on FT.com.”

https://www.wsj.com/articles/financial-
times-finds-counterfeit-ad-space-was-
offered-by-at-least-six-companies-
1507563713

“more than 1,400 apps were 
found to have loaded ads under 
TV Guide’s domain name”

2017 2018
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(2017) Pop-Unders / Redirects
These forms of fraud typically get by current fraud detection tech

a.k.a. “zero-click”  “pop-under”  
“forced-view”  “auto-nav”

Source: https://www.buzzfeed.com/craigsilverman/remember-tom

https://www.buzzfeed.com/craigsilverman/remember-tom
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Fake sites/apps NOT detected
1221e236c3f8703.com
62b70ac32d4614b.com
a6f845e6c37b2833148.com
da60995df247712.com
d869381a42af33b.com
a1b1ea8f418ca02ad4e.com
1de10ecf04779.com
2c0dad36bdb9eb859f0.com
a6be07586bc4a7.com
fe95a992e6afb.com
42eed1a0d9c129.com
da6fda11b2b0ba.com
afa9bdfa63bf7.com
739c49a8c68917.com
baa2e174884c9c0460e.com
d602196786e42d.com
153105c2f9564.com
8761f9f83613.com
20a840a14a0ef7d6.com
31a5610ce3a8a2.com
5726303d87522d05.com
3ac901bf5793b0fccff.com
b014381c95cb.com
2137dc12f9d8.com

06f09b1008ae993a5a.com
fbfd396918c60838.com
97ff623306ff4c26996.com
b1f6fe5e3f0c3c8ba6.com
23205523023daea6.com
6068a17eed25.com
b1fe8a95ae27823.com
f4906b7c15ba.com
eac0823ca94e3c07.com
1f7de8569ea97f0614.com
21c9a53484951.com
24ad89fc2690ed9369.com
efd3b86a5fbddda.com
34c2f22e9503ace.com
0926a687679d337e9d.com
6a40194bef976cc.com
33ae985c0ea917.com
02aa19117f396e9.com
f8260adbf8558d6.com
9376ec23d50b1.com
pushedwebnews.com
a0675c1160de6c6.com
0f461325bf56c3e1b9.com
850a54dbd2398a2.com

com.dxnxbgj.mkridqxviiqaogw
com.obugniljhe.fptvznqwhmcjm
com.bpo.ksuhpsdkgvbtlsw
com.rlcznwgouw.vvtexstbfttngc
com.kasbgf.sbzwtgpcbjexi
com.bprlgbl.vbze
com.zka.lzhsoueilo
com.alxsavx.mizzucnlb
com.jxknvk.lrwfdfirdzpsw
com.tvwvqbt.wbshaguqy
com.iwnxtpahcu.leyuehdwdbb
com.okf.rhvemtykfibzpxj
com.obpmirzste.ldsjpv
com.zmm.shmxvjxnsagndui
com.nqzwr.leusrmpmsq
com.rced.zcdsglptpdlwpu
com.kerms.ehlsgnc
com.cmia.iabhheltm
com.skggynmtx.tyyjnwpefvqtll
com.kgdtltnuv.hayvfhob
com.ztzsiqg.dyojlxdscxws
com.xlwuqe.ddrdhsuosbn
com.rkrhmzee.wjcoznxu
com.ebhzb.hbzvomzpcctovj

Fake sites Fake sites Fake apps
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Fake botnet fabricated for PR
Sportsbot was entirely fabricated for PR for fraud detection co.

PRESS RELEASE:
“used highly sophisticated techniques 
to fraudulently load ads on the 
affected sites without the site owners' 
consent, leveraging a new 
methodology that allows it to 
monetize inventory on premium 
domains.”

“The botnet was completely fabricated for the press 
release announcing their new algo. None of this 
actually happened; no ads were injected into any of 
the sites they named in the press release. This was 
confirmed by direct measurement on the good 
publishers’ sites. They were falsely accused and their 
reputation was harmed by this publicity stunt. 
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Just because you can’t measure it

… doesn’t mean it’s not there.
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MRC, TAG

“MRC accredits companies for 
measuring what they say they 
will measure and to standards; 
MRC cannot ascertain whether 
the measurements are correct”

Media Ratings Council

GIVT SIVT
Bots that self-

declare
Blackbox, secret 

sauce

Trustworthy 
Accountability Group

TAG certification allows 
companies to self-declare 
they are trustworthy and 

clean.
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TAG claims credit for others’ work
“@tag_today says it has a 

‘monumental’ breakthrough 
on a method that can cut 
online fraud by more than 

83%”
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Local TV websites
Great consistency in the data over long periods of time
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Local radio websites
Great consistency in the data over long periods of time
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Magazine websites
Great consistency in the data over long periods of time
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Humans (blue) on ad networks vs good publishers

Ad Networks

Publishers
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Marketers are running 
their own experiments
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Chase: -99% reach, no impact

“JPMorgan had already decided 
last year to oversee its own 
programmatic buying operation. 

Advertisements for JPMorgan 
Chase were appearing on about 
400,000 websites a month. [But] 
only 12,000, or 3 percent, led to 
activity beyond an impression.

[Then, Chase] limited its display 
ads to about 5,000 websites. We 
haven’t seen any deterioration on 
our performance metrics,” Ms. 
Lemkau said.”

“99% reduction in ‘reach’ … Same Results.”

Source: NYTimes, March 29, 2017

(because it wasn’t real, human reach)

https://www.nytimes.com/2017/03/29/business/chase-ads-youtube-fake-news-offensive-videos.html
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P&G: cut $200M, no impact

“Once we got transparency, it 
illuminated what reality was,” said 
Mr. Pritchard. P&G then took matters 
into its owns hands and voted with 
its dollars, he said.”

“As we all chased the Holy Grail of 
digital, self-included, we were 
relinquishing too much control—
blinded by shiny objects, 
overwhelmed by big data, and ceding 
power to algorithms,” Mr. Pritchard 
said.

Source: WSJ, March 2018

https://www.wsj.com/articles/p-g-slashed-digital-ad-spending-by-another-100-million-1519915621
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Ad Fraud is NOT a Tech 
Problem … 
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Ad Fraud IS an Incentives 
Problem… 
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“Ad Tech Tax” Middlemen Profits

Source: WFA, April 2017

Source: ANA, May 2017

https://www.wfanet.org/app/uploads/2017/04/WFA_Compendium_Of_Ad_Fraud_Knowledge.pdf
http://www.ana.net/miccontent/show/id/ii-programmatic-financial-fog
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Walled gardens are fine, on-site …
Google 
Search

Facebook
Display

“bots can’t make money 
when ads load here”

GDN FBX

less bots | more humans

first-party IDs, people-based marketing

facebook.comgoogle.com
facebook app
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Display 4

2,036 humans
human conversion rate

Compare actual outcomes
Site Traffic Conversions

8,482 818

4,216 humans

5%
human conversion rate

14,539 193

225 humans

9%
human conversion rate

2,248 23

168 humans

5%
human conversion rate

1,527 9

Display 3

Display 2

Display 1

Humans

40%
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Small businesses found/killed fraud

“Both of these small businesses used their own analytics and gut 
instinct; they resolved ad fraud without using any expensive tech.”

Small Business A
• Noticed a 118,600% increase in Android devices hitting her site 

during campaign – AND no additional goal completions
• Compiled additional data that corroborated it was fraud; 

presented to ad network and got refund for entire campaign

Small Business B
• Year over year, marketer noticed the discrepancy between counts 

reported by ad network versus his own Google Analytics shot up 
dramatically (even though cost-per-action remained similar). 

• Conversions also dropped dramatically. With deeper digging, he 
found the ratio of audience network inventory grew from 5% to 
65% of total impressions. Solved by turning off audience network. 
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How do we actually solve 
ad fraud?
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• Digital assurance

• Publisher audits

• Continuous assurance
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Stop buying poop water (bad ads)
“Which? 1) start with ‘poop water’ and filter it 
before you drink it?, or 2) start with fresh water?”

“fraud detection can’t filter it for you”
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“fight ad fraud with 
common sense”

- stop wasting money on tech that 
doesn’t work

- insist on detailed data and look at 
the analytics yourself
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#FOMO   or   #FOFO
(or both)
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Tech + Technique
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Tech to see relative quality
Marketer 1

• Blue means humans
• Red means bots Marketer 2

“increase spend on sources driving more humans 
(blue); reduce spend on sources with more bots (red)” 
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Technique to reduce fraud
For each “bid won,” an “ad impression” should be served

Bad guys may not 
even wait till the ad 
is served since they 
are already paid 
based on the number 
of impressions won.

From the data, the 
more fraudulent the 
site, the greater the 
discrepancy
– e.g. 80 – 100%

DSP says Adserver says
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Marketers’ anti-fraud playbooks
“Plays” that marketers can run themselves, to assess ad fraud

• Brand (B2C) Marketers’ Anti-Fraud Playbook

• Performance (B2B) Marketers’ Anti-Fraud 
Playbook

• Questions to Ask Verification Vendors

“They sell fraud detection; I teach 
fraud prevention.”
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Buy from Good Publishers
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How can we tell “good” from “other?”
“Business practice review by independent 3rd party 
provides the trust and assurance that distinguishes 

good publishers from ‘sites that carry ads’.”
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Don’t “source traffic”
Sourcing traffic (not digital marketing) exposes you to fraud

Choose Your “Traffic Quality Level”

“Valid traffic” goes 
for higher prices
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Good publishers act to reduce bots

Publisher 1 – stopped buying traffic

Publisher 2 – filtered data center traffic
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Good publishers protect advertisers

On-Site measurement, 
bots are still coming

In-Ad measurement, bots 
and data centers filtered

11% red

-9% (filtered GIVT 

and data centers)

2% red

“Filter data center traffic and not call the ads”
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Good publishers protect their users

42 trackers
24.3s load time

8 trackers
1.3s load time

“minimize 3rd party javascript trackers on pages”
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Good publishers have good practices

“good business practices lead to good looking data”

Good Publishers “sites that carry ads”

• source traffic
• audience extension
• auto-refresh
• traffic laundering

• don‘t source traffic
• protect advertisers
• protect consumers
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Buy from Quality 
Certified Publishers.
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Opportunity
&

Obligation
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Digital Marketing circa 2018
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https://www.linkedin.com/today/author/augustinefou
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