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“It’s the biggest crisis facing our democracy, the

failing business model of real journalism.”

B U.S. Sen. Claire McCaskill, D-Mo.,
guoted in the New York Times, Nov. 7, 2016

1 .- Anindependent, nonprofit, public-benefit corporation formed Jan. 30, 2017 in the State of California.
See the Articles of Incorporation.
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EXECUTIVE SUMMARY

A non-profit, member-guided Information Trust Exchange Governing Association (I TEGA) seeks
$950,0000vertwo yearsto help design, prototype and thengovern -- inthe public interest --competing
shared-usernetworks for trust, identity, privacy and information commerce.

PROBLEM

Consumers need a "fast
pass" for information —
e Trustin the ability ofgovernmentto workforeveryone. | & way to access content
e Trustin the sustainability of communities on ITEGA member

e Trustthatthe future will be better than the past websites without having
e Trustintheveracity offactsinscience,and media

Our society facesanepidemiclossoftrust:

to establish relationships
RESPONSE with each member.

ITEGA’s mission addresses specificaspects of trustin the digital-information world by:

o Helping membersofthe publicto safely manage theirprivacyand identity
e Sanctioningtechnology and business frameworks for thriving journalism and civic information
e Fosteringopenand publicaccess to digital information, both free and paid

By helpingrestore trustininformation exchange, I TEGA createsamediaclimate for restoring trustin
participatory democracy. Itaddresses two seemingly unrelated challenges that have disrupted the
businessofpublishinginadigital age — identity, privacy and payment.

e PRIVACY /IDENTITY --Our identitiesare spread across the web in bitsand pieces,
compromising our privacy. Increasingly,identity iscontrolledby privatecompanies like Goggle
or Facebook. Digital networks and technology platforms —rather than publishers --are now the
dominantvenue for advertising. Publishershavelessand less understanding oftheir customers
interestsand preferences, making it harder for them to sell advertising. Many usersare
“blocking”ads. What's needed isaservice that putsourprivacy and identity under our own
controlwith the help ofapublic-benefitentity.

2 .- Anindependent, nonprofit, public-benefit corporation formed Jan. 30, 2017 in the State of California.
See the Articles of Incorporation.
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e PAYMENT -- There’'sno way to networkand sell contentinsmall bits onthe web. That means
there'sno way for people to assembleasubscription package ofinformation specific to their
interests --and be able to conveniently pay for it. Existing methodsfor the publicto pay for
information are generally uncoordinated (“siloed”) or serve niches(such as music). Consumers
need a "fast pass"for information —a way to accesscontenton I TEGA memberwebsites without
having to establish relationshipswith each member.

Without these two, all contentisgoingtoendup ona couple ofplatforms -- like Facebook's Instant
Articles, Goggle AMP or Apple News --and publisherswill havelittle relationship with their users.
What's needed isa coordinated service that simultaneously provides for the sharing ofuser identity when
needed, keeps privacy under the control ofthe user, yet allows for networked payments. A service where
Big Brotherisbothblind and benign.

It’stime for an audacious, collaborative, “NetGain” initiativeto putsuchaservice inplace —governed by
a nonprofit, public benefit organization that enables choice, innovation and competition. The
collaborativerequires the support offoundations, publishers, technologists -- and the public’strust.Asa
“third way”,itcan pre-emptstifling regulation --oraprivately owned platform duopoly.

THE THIRD WAY OPPORTUNITY

ITEGA was incorporated Jan. 30, 2017, to address this third-way opportunity -- to guide creation ofa
shared-usernetwork for trust, identity, privacy and information commerce. ITEGA is a nonprofit
consortium for citizensand publishersand othermembers. It helps Internet users to managetheir privacy
and identity and publishersto offer more personalized services thatcan sustain quality, trustworthy
journalism.

The ITEGA defines, guidesand governsalayeroflnternet business rulesand network protocols for
sharing user authentication, profiles, advertising, copyright payments and billing. Itdoesnotownor run
any ofthe business operationsinvolvedin the creation or distribution of news or advertising. Rather it
createsopen, standardrules ofthe road for those operators—an “open market” for digital-information
exchange.

ITEGA meetsneedsofthe public and publishers -- especially news publishers --for trustworthy

information, transparent, user-centric privacy and identity management, and financial support for the
values, principlesand purposes of journalismincurrentor future forms.

PROOF-OF-CONCEPT PROTOTYPING

Proof-of-concept prototyping ofkey operating features ofan ITEGA-sanctioned ecosystem —networked
subscriptions and pay ment, anonymized user identities and news personalization, is getting underway
during April.

ITEGA seeks $950,000in foundation supportovertwo years to:

e Refine and codify exchange rulesand protocols for ITEGA members.

e Engage with private entities to compete in offering key ecosystem functions like authentication,
user-datamangementand aonymization, payment aggregation and settlement.

e Guide launchofcommercial ITEGA-compliantservices inidentity management, network
subscription and per-click pay ment services, and trustworthy advertising.

e Bring ITEGA to cash-flow positive inorderto start supporting civicjournalism and free “library-
pass” accessto civicinformation for underservedcommunities.

A three-year operating budget and operation plan are available by contacting Bill Densmore,
ITEGA founding executive director, atwpdensmore@gmail.com or 617-448-6600.
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LAUNCH PLAN

The Information Trust Exchange Governing Association
MAKING A MARKET FOR DIGITAL INFORMATION

Managing trust, identity, privacy and
commerce: A framework for fostering
Information Trust Exchange networks

CONTENTS:

1. Overview

2. Challenge and opportunity

3. Solution: ITEGA fosters private
commerce

4. Operating components

5. Business/governance

6. Operating technology

7. POC implementation 2017-2018

8. Resources required

APPENDICES:

There are ongoing calls for new
business models for news.
Experiments, prototypes and
early-stage ventures separately
address key features of a new
news ecosystem. But they are
generally un-coordinated.
Other than “sponsored
content,” little hasemerged.
It's time for an audacious,

collaborative initiative.

A. Project FAQ

B. Implementation considerations
C. Wholesale-retail pricing

D. Technical appendix
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There'san opportunity to
coordinate (rather than re-
Invent) servicesto improve user
experiences add-ressing
personalization, identity,
privacy and payment.
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OVERVIEW:
The Information Trust Exchange Governing Association 3

THE LARGE PROBLEM

Journalism that supportsdemocracy and communities isunder financial pressureas the advertising that
supported it migrates from printto digitaland, on digital, to mobileand web platforms managed
primarily by Facebook and Google. Publishersare looking for ways to re-assertaclose relationship with
users/viewers/readers —supporting trustworthy advertising and subscriptions -- and to help users
manage their digital identity and privacy with one-I1D, one-account simplicity.

Inalarger sense, oursociety facesanepidemiclossoftrust:

e Trustintheability ofgovernmenttoworkfor everyone.
e Trustin the sustainability of communities

e Trustthatthe future will be better than the past

o Trustin the veracity of facts in science, and media

THE SPECIFIC CHALLENGE

Two seemingly unrelated challenges have disrupted the businessofpublishinginadigital age.

e Our identitiesare spreadacrossthe web inbitsand pieces, compromising our privacy.
Increasingly,identity iscontrolled by privatecompanies like Goggle or Facebook.

RESUL T :Publishershave lessandlessunderstanding oftheirusers’interestsand
preferences.makingitharderforthem toselladvertising.

Digital networks and technology platforms —rather than publishers --are now the dominant
venue for advertising. Rather than have the government control identity, or giant private tech
platforms, we need a“third way.” Many users are “blocking” ads. We need a competitive identity
and privacy marketplace governedby a public-benefit nonprofit.

e There’snoway to sell networked contentinsmall bitsonthe web. That meansthere's no way for
people to assemble asubscription package ofinformation specific to their interests --and be able
to conveniently pay for it.

3 - Anindependent, nonprofit, public-benefit corporation formed Jan. 30, 2017 in the State of California.
See the Articles of Incorporation.
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RESULT:Publisherscannotshareusersorcontentinaway thatallowsfor
convenientcharging.

Existing methods for the publicto pay for information are generally uncoordinated (“siloed”) or serve
niches (suchas music). Asaresult, revenuesofpublishing and broadcasting businesses which supported
-- and profited --from news gathering are shrinking. Users need a"fast pass" for information. Without
that, all contentisgoingtoendupona couple ofplatforms -- like Facebook's Instant Articles, Goggle
AMP or Apple News --and publishers will have little relationshipwith their users.

THE SOLUTION

The Information Trust Exchange Governing Association (ITEGA) isa nonprofit consortium for citizens
and publishers. It helps Internetusers to managetheir privacy and identity and publishers to offer more
personalized services that can sustain quality, trustworthy journalism.

ITEGA’s missionaddresses specific aspects of trustinthe digital-informationworld by:

e Helping membersofthe publicto safely manage theirprivacyand identity
e Sanctioningtechnology and business frameworks where quality content can thrive
e Fosteringopenand publicaccessto digital information, both free and paid

By helping restore trust in information, | TEGA creates a media climate for restoring trustin
participatory democracy.

The ITEGA defines, guidesand governsalayeroflnternetbusinessrulesand network protocols for
sharing user authentication, profiles, advertising, copyright payments and billing. Itdoesnotownor run
any ofthe business operationsinvolvedinthe creation or distribution ofnews or advertising. Itcreates
the rulesofthe road for those operators. It will help establish the marketplace but leave the use and
conductofitto competing private entities. The ITEGA can make rules for the competitiveexchange of
both contentand users’identity information. It will encourage innovation in user collaboration and new
business models around sharing users and content.

AN ICANNFOR IDENTITY

ITEGA’s board will strive to govern like ICANN4for identity --oraVisafor information commerce. Itwill
make rulesabout privacy and the sharing ofuser profiles,and the exchange ofvaluefor advertisements
and content. Thenitwill grantcontracts to business entities to run networks and services. These services
will be able to share user data using standard protocols, kind oflike membersinastockexchange. The
ITEGA will receivefunding through grantsor member service prepayments, to cover proof-of-concept
testingand operations.

4 -~ The Internet Corporation for Assigned Names and Numbers is a California-based nonprofit which governs
domain names, and operates the Internet’s root domain-name server, charging competitive private registrars to use
it.
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At the highest level, ITEGA is designed to promote the stability and
openness of the Internet. Its memberscreate, foster, and follow -- in the
public interest -- standards and protocols for identity, privacy and
information commerce.s

BENEFITSTO THE PUBLIC

ITEGA isin particularisaninformation-industry and publiccollaborative for connecting news
enterprises and news consumers. I TEGA ‘s approach puts management ofuser databackunderthe
control ofusers, with the help of publishers, ratherthan ad-tech and the technology platforms. It's
designed to move away from multiple “cookies” and code on browsers which slow down the user
experience and driving ad-blocker adoption. Ithelpsguide, create and govern--butnotownor run
clearinghouses for digital identity, content sharing and sale. It will certify network elements, standards,
protocolsand businessrulesthat place a high priority on privacy, choice and the publicinterestina
transparent, accessible web.

Specific user benefitsintendedinclude:

e Safe single signon
e Accesstoatomized content, free and purchased, subscriptionor per click
e Afast-passtoinformation,like Visa
Supportfor the permissioned sharing ofuser datato improve advertising
Supportfor content personalization, sharing and conversation

Thus ITEGA’sinitial solution isa share-user network for trust, identity, privacy and information
commercefor the Internet. Itisa“third-way” approach not controlled by government or asingle private
enterprise. Itwill:

e Giveusersprimary, transparentcontrol oftheir privacy and identity
e Give publisherstrustworthy user dataso they can make better personalization decisions

e Givea fast-passto usersto getinformation without dependenceonany one commercial
platform

o Developtechnical and information-service protocols and businessrules

o Allowenduserstoown, protect—and optionally benefit by sharing—their demographic and
usage data, with the help oftheir competitively chosen information broker or agent (“information
valet”) —suchastheir local newspaper.

5 - ITEGA’sArticles of Incorporation, filed Jan. 30, 2017 with the California Secretary of state givesits purpose as
promoting “the operational stability of the Internetby (i) researching, developing, testing, adopting and promoting
technology and business standards for governing the exchange of information about Internet users, their activities
and purchases, (ii) owning, managing, performing, licensing, certifying, assigning, or overseeing functionsrelated to
the coordination and value of user-data exchange, (iii) helping members of the public tosafely manage their privacy,
identity and information paymentson theInternet, (iv) helping toteach, promote andsustain the values, principles
and purposes of independent, fact-based journalism particularly in the service of democracies and open societies, (v)
facilitating open and public access todigital information;and (vi) engaging in any other related lawful activity in
furtherance of items (i) through (v).”
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e Provideaplatform for customizing and personalizing the end-user web experience—a “news
social network.”

e Updatetherole, effectiveness of, and compensation for online advertising and marketing services
beyondthe mass market, while putting greater control ofuser privacy in the hands ofusersand
their most-trusted publisheror identity service provider.

o Allowdigital usersto easily share, selland buy content through multiple websites with one 1D,
password, account and bill.

WHO IS ITEGA?

ITEGA is a non-profit corporation charteredunder California’s public-benefit statute,and the
culmination of yearsofresearch supported by the Donald W. Reynolds Journalism Institute (RJ1), at the
Missouri SchoolofJournalism. Key research components included:

B Meetingsandworkof four task groups totaling40 membersduring2015and2016.

B Ongoing discussionswith key collaborators at Mozilla, the Reuters I nstitute, Hearst Corp., Digital
Content Nextand elsewhere.

B  Protoypingby several technology companies

Asthe seedingorganization, RJI over several years:

Surveyed ofnews-and information-industry leadership

Convened fivemeetings offour taskgroups

Adopted amission

Drafted proposedexchange rules andfunctional roles

Incorporated the ITEGA tp encourage private entrepreneurship and for-profit industry
collaboration on new products and services operating across | TEGA-member networks.

ITEGA’s founding principlesinclude:

e PRIVACY --The end user maintains control ofthe use ofpersonal data she shares. Publishers
collaborate transparently with users ona “privacy-by-design” basis.

e IDENTITY — Networkrulesand protocols allow the sharing ofusersand content,butdo notin
any way interfere with the closed, proprietary relationships publishers may wish to maintain with
users. Itallowsauserto choose, withoutlock-in, who will help maintaintheironline identity.

e OPEN COMMERCE -- Enable a free market for digital information, by subscription or peritem,
with pricing and service decisions made independently and competitively by participants. ITE
only facilitates the rulesand “plumbing” of the marketplace.

Goalsof the ITEGA:
e Bring publishersand other civil-society organizations into a public-benefit, nonprofit

collaborativefor governing useridentity and privacy on the web -- much as ICANN manages
domain names.
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e Fosterandgovern privacy-by-design technical and business rules that standardize how users
controland apply their “identities” in advertising and content personalization.

e Help publishersto improve the relevanceand valueofadvertising and customization through
deeper knowledge oftheir users’interests and needs.

e Sanctioncompetitiveservices for the exchangeofvalue for content which include methods for

expanding free access by underserved communities to civic information needed to foster self
government.

More aboutthe ITEGA mission, participantsand planning are onitsinterim blogsite:

MISSION: https://informationtrust.wordpress.com/mission/

HISTORY : https://informationtrust.wordpress.com/mission/history

WHO: https://informationtrust.wordpress.com/who/

PLANNING: https://informationtrust.wordpress.com/work/

NEWS: https://informationtrust.wordpress.com/news/

TASK GROUPS: http://newshare.com/ohare/ite-task-group-assignments. pdf
WHAT'S NEEDED NOW

ITEGA hasbegunproof-of-conceptprototyping in collaboration with private partners coordinatedto
operate withinanevolving Information Trust Exchange ecosystem. I TEGA estimatesitwill require
$950,000insupportoverabout two years to testand confirm feasibleoperation of sanctioned,
commercial services that operate incompliancewith ITEGA member rules governing identity, privacyand
information commerce.

ITEGA is mid pointina four-your transition to operations, inthree phases:

Phasel-- (2015-2016) --completed

e Trackl— Task groupsestablish system goals and functional requirements
e Track2 —Facilitate prototyping of platforms for content, advertising and user data.
e Track3— Establish initial business structure

Phase2 — (2017-2018)

e Trackl— Facilitate commercial launch ofsome services
e Track2 —Begin transitionto maturegovernance structure

Phase 3 — (2019-beyond)

e Trackl— Entrepreneurial for-profitactivity sanctioned by I TEGA
e Track2 —Broaden globaldiversity and inclusiveness ofgovernance structure

e Track3— Expandscopeand membership beyond news/ ad/ techindustries
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FUNDING REQUEST

ITEGA incorporators estimateit will require $950,000 over two years to testand confirm feasible
operation ofsanctioned, commercial services that operate in compliancewith ITEGA member rules
governingidentity, privacy and information commerce. I TEGA will then be sustained by member dues
and licensing feeswhich support ongoing research, governance, certification, compliance and rulemaking.

ITEGA nowrequest $388,000 over the next sixmonths to:

B Refine and deploy governance and membership dues/support structure

B Standup available tracking protection analytics and tools for publisher sites

B Prototype a privacy-by-design user data exchange that supports ad serving by
anonymous interest cohorts (eliminating the need for “third-party” cookies).

B I TEGA user identity management

B Demonstrate news customization that allows users to manage profiles and identify
trustworthy content.

A three-year concept budget projects the need for $950,000 in grants over two years to reach
permanent, cash-flow positive operation of the ITEGA.

CONTACT

Foradditional information, including the three-year-budgetand launch plan, please contact:

Bill Densmore

Consulting Fellow, Donald W. Reynolds Journalism Institute
Interim Executive Director, ITEGA

Mobile:617-448-6600

wpdensmore@gmail.com
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PART ONE

Challenge and opportunity

The Information Trust Exchange Governing Association (ITEGA) is a public-benefit,non-profit
consortium for managing trust, identity, privacy and information commerce on the Internet. Itisthe
productofyearsofresearch, meetings and scholarshipseeded by the Donald W. Reynolds Journalism
Institute at the Missouri School of Journalism.

ITEGA meetsneedsofthe public and publishers -- especially news publishers -- for trustworthy
information, transparent, user-centric privacy and identity management, and financial support for the
values, principlesand purposes of journalismincurrentor future forms.

When it comesto the future ofthe news business and, maybe, journalism writ large, there are few folks
who would argue that the interplay between and focus on three mega-issues, all sharingacommon first
letter and perhaps more than that —personalization, privacy and payment —will determine agreat
number ofthings with sustainability at the top ofthe list.

THE CHALLENGES

Two seemingly unrelated challenges have disrupted the businessofpublishinginadigital age.

e Our identitiesare spreadacross the web in bitsand pieces, compromising our privacy.
Increasingly,identity iscontrolled by privatecompanies like Goggle or Facebook.

RESUL T :Publishershave lessandlessunderstanding oftheircustomersinterests
andpreferences,makingitharderforthem to sell advertising.

Digital networks and technology platforms —rather than publishers --are now the dominant
venue for advertising. Rather than have the government control identity, or giant private tech
platforms, we need a“third way.” Many users are “blocking” ads.We need a competitive identity
and privacy marketplace governedby a public-benefit nonprofit.

e There’snoway to sell networked contentinsmall bitsonthe web. That meansthere'sno way for
people to assemble asubscription package ofinformation specific to their interests --and be able
to conveniently pay for it.

RESUL T:Publisherscannotshareusersorcontentinaway thatallowsfor
convenientcharging.

Existing methods for the publicto pay for information are generally uncoordinated (“siloed”) or
serve niches (suchas music). Asaresult, revenues ofpublishing and broadcasting businesses
which supported -- and profited -- from news gathering are shrinking. Consumers need a 'fast
pass" for information. Withoutthat, all contentisgoingtoenduponacouple ofplatforms--like
Facebook's Instant Articles, Goggle AMP or Apple News --and publishers will havelittle
relationship with their users.
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Thereare ongoing calls for new business models for news. Experiments, prototypes and early-stage
ventures separately address key features ofa new news ecosystem. But they are generally uncoordinated.
Other than “sponsored content,” little hasemerged. 1t'stime foran audacious, collaborative
initiative. There’sanopportunity to coordinate (ratherthan re-invent) servicesto improve user
experiences addressing personalization, identity, privacy and pay ment.

Animportant reason why legacy news organizations may have failed to embrace some protocols and
platforms may be because those platforms were dominated or controlled by a for-profit, investor-owned
entity. Either thisengendered mistrust from the very startamong partieswho aren’t surewhose interests
were paramount (such as Microsoft Passport), or the equity owners reached irreconcilable differences (as
with New Century Network and NewsRight). That’snotwhat the I TEGA will do. The coordination of
global identity, privacy and payments should ideally not be doneby governments --afirstway -- norby a
single, private, exclusively profit-driven entity --asecond way.

THE THIRD WAY OPPORTUNITY

The Information Trust Exchange Governing Association (I TEGA), was incorporated Jan. 30, 2017, to
addressathird-way opportunity -- to guide creation ofa shared-usernetwork for trust, identity, privacy
and information commerce.

Withoutencroaching onindividual franchises, the Information Trust Exchang Governing Association
(ITEGA) isaninformation-industry collaborative for connecting news enterprises and news consumers.
Itdefinesandgovernsalayerofnetwork protocolsforsharinguserauthentication, profile
sharing,copyright paymentsandbilling.Similartothe bank /credit-card system,the
network maybeoverseenby anon-governmental authority on behalfofprivate --and
competing--parties.The ITEGAcan make rulesforthe competitive exchange ofboth
contentandusers’identity information.

Broad elementsofthe U.S. newsindustry, including newspapers, other publishers, broadcasters and pure-
play digital services, should collaborate with technology, advertising and financial-service interests to
supportdevelopmentofashared-user networkaddressing trust, identity, privacy and information
commerce. See: A Callto Actionfrom 2011.

It should be auniversal, privacy-respecting identity network—allowing asimple, one-account, one-bill
way to pay the producers ofvaluable, personalized information.

The notion of non-equity ownership, shared governance and collaboration in gettingthe ITGA goingis
the core insight ofthislaunch plan. Itis designed in clear contrast to the emergenceofasmall number of
proprietary Internet “platform” companies —Google, Facebook, Apple and others -- that are dominating
advertisingand commerce,and an alternativeto
failed U.S. news-industry collaborations,whichhave | The ITEGA sanctions but will not

been—fatally —about making the owners exclusive .
profit, rather than aboutcreating amarketplace dlrectly operate the network

where all can profit—including the public. elements. It will establish the
marketplace but leave the conduct

The ITEGA resultsfromyearsofresearch supported of it to Competing private entities.
by the Donald W. Reynolds Journalism Institute at Members should include

the MissouriSchoolofJournalism, and atwo-year foundations. universities. banks
planning effortinvolve more than 50 collaborators o ' ’
telecoms, publishers, tech and

who participated in five task-group meetings and . ’
countless phone calls. The ITEGA will help guide, entertainment companies, and the
create and govern --but notown or run-- anon- public.

profit, non-stock, neutral clearinghouse for digital
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identity and content sharing -- and sale. It will certify but notdirectly operateany networkelements. It
will help establish the marketplace but leave the conduct ofit to competing privateentities. I TEGA will
establish, sanction or embrace standards, protocols and business rules for useridentity, accounts and
pay mentsthatplaceahigh priority on privacy, choiceand the public interestin atransparent, accessible
web. Itwillencourageinnovationinuser collaboration and new business models around sharing users
and content. ITEGA is undertaking proof-of-concept prototypingin collaboration with private partners
coordinated to operate withinan evolving Information Trust Exchange ecosystem.

To have the bestchance atachieving

operational scale, the ITEGA will TWO STAKEHOLDER GROUPS

tightly focusinaproof-of-concept
phase onfosteringconsensuson the

minimum necessary protocols and Thereare two setsofstakeholdersinthe ITEGA: Those
associated business rules to who operate the marketplace functions, and thosewho
establish an open and ow friction conductbusiness across the marketplace by managing

marketplace for digital information. | Usersorcreatingand vending content.
The ITEGA will be a public-benefit
sthird way” to establish and 1. NETWORK FACILITATORS, OPERATORS,

maintain these operating rulesand CONTRACTORS

protocols because it will be neither
government regulation or the fiat of Technology and business service providers who operate

one or two for-profit companies. ITE-sanction services undercontract with the ITE, for
Thus the ITEGA will create and which they pay some relative diminimus transaction-or
certify an trusted marketplace —a volume-based licensefee. These mightincludeoperators of
public bazaar -- for information the authenticationand logging services,and providers of

ancillary services that mustinteroperate with all auth and
logging services. These mightincludefinancial-service
ITEGA estimates itwill require | firmswhichdo settlementonrecords providing by the

exchange.

$950.000in supportover auth/logging service, as well as entitieswho act as
abouttwo yearsto test and authorized agents ofeither publishers orend-user service
confirm feasible operation of providersto perform business-case services on network

sanctioned.commercial data. These networkoperatorswill require sanctioning by
the Information Trust Exchange.

servicesthatoperatein
compliancewith ITEGA

member rulesgoverning 2. CONTENT PROVIDERS / USER SERVICE PROVIDERS
identity. privacy and
information commerce. Publishers/information service providers,and

billing/subscription end-user service providers who wish to
We can project the I TEGA will then be authenticatedacross the entire I TEGA service network.

be sustained by member dues and Most of their costwould be payments to the tech and
licensing fees which support business-service providers oftheir choice (above) at free-
ongoing research, governance, market prices.But they would alsobe asked to pay an
certification, compliance and "interchange fee"based on transaction volume to the I TE,
rulemaking. Operations will be againsolely sufficient to fund the ITE's governance and any
undertaken on a business basis necessary R&D. What they getfor the interchange feeisa
through commercially reasonable unique, ITE-wide identifier and the assurance they and
arrangements between private their userswill be "authenticated"globally so long as they

customers. ITEGA willbe
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empowered to setterms for issuance or withholding ofa unique global publishing member or service
member network IDrequiredto do business withinthe ITEGA ecosystem.

Achieving thissimplicity will require the coordination of publishers, content licensors, aggregators and
usage trackers, arange ofstakeholders currently unfocusedon this collectiveactivity. More broadly, the
Internet needs a user-focused system for sharing trust and identity, arbitrating privacy,and for
exchanging and settling value (including payments), for digital information. The sy stem should allow
multiple trustand identity brokersto compete for and serve users. To make a new market for digital
information --and attention —calls for convening ofaunique ownership and governance framework,
assembling the required technology,and assessing the impact on law, regulation, advertising and privacy.

Withoutencroaching on individual franchises, the Information Trust Exchang Governing
Association (ITEGA) isan information-industry collaborative connecting news enterprises and
newsconsumers. Itdefinesandgovernsalayerofnetwork protocolsforsharinguser
authentication, profilesharing,copyright paymentsandbilling.Similartothe bank
/ credit-card system,the network may be overseen by anon-governmental authority
on behalfof private --and competing -- parties. The ITEGAcan makerulesforthe
competitive exchange ofboth contentand users’identity information.

ITEGA can help multiply the time spent with contentsharedamongand from participating publishers,
enabling revenuestreamsviadata-driven, membership-oriented business models around news. Going
beyondnewsand print, these streams can provide products, entertainment and services, including affinity
group “clubs,” special events, purchasediscounts, special member access to services, contests, and referral
feesfor transactions.

ITEGA's goalistoinvolve majortechnology, ITEGAa glance'
telecommunications, banking, publishing, advertising,

consumerand philanthropic organizations. It seeksto guide Convenience forusers
the creation ofnew standards and a platform for exchange of

user authentication and transaction records thatenablea . i
competitivemarket for information —one that respects and e Choice of providers
enablesconsumerprivacyand choice.® e Trustworthy sources
Asthey move to the digital world, news organizations would ° Deep personal Ization
like to once again be the best-possibleway to receiveadaily e One ID, multiple

dietof information that matters. Publishersand other services
“contentproducers”also need away to sharevalue —to be . ,
compensated —with dynamic, variablepricing of“atomized” » Manage ‘personas

bitsof content, remixed into services we can’t today imagine. ° Persona/privacy

(See Exhibit O). Now, people onthe go wantto efficiently control

accessthe broadest range of multimedia content customizedto .
their needs--in a few, simple actions. Achieving e One account, one bill
this simplicity will require the coordination of publishers, e Subscriptions, per click
contentlicensors, aggregators and usage trackers, arange of

stakeholders currently unfocused on this collective activity.

PROTOCOL CONSENSUS BUILDING

ITEGA canestablish consensus on minimum necessary open protocols to transfer information about usage
and chargesacrossanetwork (eitherthe public Internetor somecontrolled subset). AnITEGA could
facilitate emergenceofan openuser-sharingand paymentprotocol —either by developing the standard, or
endorsinganopenstandard developed by anincumbentwillingto share it. Itcould fostercontinuous

6 .- See: “LINK: Soros’ Open Society paper asserts privacy isthe dominantissue for online media industry” (Nov. 2011
report found HERE).
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innovation leading to collaboration around open standards. Itshould focusondevelopingthe minimum
necessary protocols for enabling information commerce -- protocols which do notleaveasingle playerina
blocking position.

To bring benefitsofthe ITEGA to consumers, the exchangewill need to support personalization, user
authentication and pay mentservices for this public marketplace -- essentially, a shared-user network for
privacy, trust, identity and information commerce. 1 TEGA can foster a transparent, competitive
marketplace for digital information, notsubject to direct control by governments. Itwould rigorously
respectand support anti-monopoly and anti-trust law and avoid making policy or rules respecting pricing
or service offerings to the public.

The ITEGA WILL sanctionbutnotdirectly operate the networkelements. Itwould establish the
marketplace but leavethe conduct of it to competing privateentities. Members mightinclude
foundations, universities, banks, telecoms, publishers, tech and entertainmentcompanies, and the public.
A federated-authentication networkwould allow end-users to have an account at one web servicewith
which they canauthenticate to aplurality of otherservices, optionally sharing personainformation and
accruingdebits or credits for information services that are periodically settled. Thiscreatesopportunities
for delivering personalized, trustworthy news, and relevant, targeted advertising, commercial messages
and offers.
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PART TWO

The solution: ITEGA fosters private commerce

Ina nutshell, the ITEGA will define and sanctionadigital network for news organizationsand other
publishersthatallowsthem to network togetherand exchange digital identities,contentand advertising
amongeachotherandthe publicinaway notdependentonafew privatetechnical platforms. It'sa
shared-usernetwork for identity, privacy, personalization and information commerce.Publishers can
make money notonly from theirown usersbut by selling to each other'susers—linkrevenue sharing --
opening up awider field for commerce.

ITEGA’s board will strive to govern like ICANNY for identity --or aVisafor information commerce. 1twill
make rulesabout the sharing ofuser profiles, and the exchange ofvalue for advertisements and content.
Then itwill grantcontracts to private entities to run networks and services. These serviceswill be able to
share user data using standard protocols, kind oflike membersinastockexchange. The ITEGA will
receive fundingthrough grantsor memberservice prepayments, to over proof-of-concepttestingand
operations.

With the ITEGA established, entrepreneurs can be funded to run services across the ITEGA ecosystem. A
good analogy might be that we are buildinga combination offree and toll roads for the information
superhighway -- entrepreneurswill thenbe able to build better services -- vehicles that run on the roads
and developments near exits -- to more money thanifonly local roads existed.

BRIEF BACKGROUND

Inthe lastdecade, technology-based companiessuch as Google and Facebook have invented and grown the
digital-advertising business, leaving traditional publishers far behind. And Applehas credit-card-based
accountsofover 800 millioniTunes users. Many experts have concludedthe news industry cannot compete
for the attention ofthe public without dramatic new approaches.

We may now be atan inflection pointwherelegacy news organizations realizethey simply cannot
continue to existinsilos, they mustadoptcommon technologies, business rules and standards for
managing user identity, privacy, trustand information commerce ifthey want to have the scale ofthe
platform companies such as Google, Facebook, Apple and Amazon. The challenge for news and other
publishersisnotone oftechnology,butofcoordination.

Thegroundwork forthisproposal issetforth intwo RJI research reportsin201land 2015,
“Erom Paper to Persona” (2011) andthe morerecentsequel “Erom Personato Payment”
(2015).8 Key pointsofthe 2011 and 2015 papers:

e Mass-marketadvertisingwon’tsustain traditional journalism

7 -- The Internet Corporation for Assigned Names and Numbers is a California-based nonprofit which governs
domain names, and operates the Internet’s root domain-name server, charging competitive private registrars to use
it.

8 -- Available from http://newshare.com/report.pdf
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e New revenue streamsare needed

e A promisingopportunity is for news organizations to becomestewards and curators of
individual user’s ‘persona’ and information needs; earning subscription and transaction

feesby doingso.

e Anetworkisneededto maximize the value to consumers and revenueto the news
industry. The networkneedsto be trusted by competitors.

e The bestway to assure such aneutral networkisforitto be created by anon-stock,
public-benefitorganization.

Both paperscall for the creation ofapublic-benefit organization help create and govern—but notownor
operate —ashared-user network for trust, identity and information commerce layered atop and
supporting the existing World Wide Web — a functional extention ofthe domain-name service, ICANN.

The network, or exchange, would:

e Developtechnicaland information- )
service protocolsand businessrules | EDITOR & PUBLISHER, April, 2015

http//newshare.com/ite-key/future-personalized-

o Allowend usersto own, protect— news- E&P_densmore.pdf
and optionally benefit by sharing—
their demographicand usage data,
with the help of their competitively
choseninformation broker or agent
(“informationvalet”)—suchas their
local newspaper.
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INFLECTION POINT: SILOS
NO LONGER VIABLE?

We may now be atan inflection point wherelegacy news organizations realizethey simply cannot
continue to existinsilos, they mustadoptcommon technologies, business rules and standards for
managing user identity, privacy, trustand information commerce ifthey want to have the scale ofthe
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platform companies such as Google, Facebook, Apple and Amazon. The challenge for news and other
publishersisnotone oftechnology,butofcoordination.

Inareport, “From Personato Payment: A Status Reporton the News Ecosystem, and a Challenge to
Create the Next One,” RJI fellow Bill Densmore reaches two conclusions:

e Thenewsindustrylacksasystemforvariablepricing and exchangeofindividual items
of newscontentinrealtime. Yetinthe last10 years, theadvertisingindustry has
innovated sophisticated“programmatic” technologies that allow in milliseconds the
variable pricing,bidding, selection, tracking and billing ofadvertisements to targeted,
unique consumers.

e Thenewsindustry alsolacksacommonsystemforsingle-signonoruserauthentication
across multiple news websites. Yetinthe last 10 years, Tier 1 U.S. universities running
onthe Internet 2 network have usedopen-source Shiboleth and SAML trust technology
to achievesingle loginacross 100 independent campuses and institutions.

The original architecture ofthe Internet identified _r! . 1
connectedmachines by something called an IP il :"'\f FT bk;d{ rl( %
number. Butitprovided no method for exchanging the = S
identity ofindividual users. User namesand T ens
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froman academicand military experimentinto avital . .
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The InternetCorporation for Assigned Namesand
Numbers metthe challenge of providingaglobal
addressing system for the Internet. The Information Trust Exchange Governing Association meets the
new challenge ofglobal standards for managing identity, privacy and --- ultimately -- information
payments. Asanonprofit, non-stock entity, it develops standards, protocols and business rules, and
licensesoperation ofauthentication and logging services —dataexchanges—by one or morecommercial
operatorsthatarecertified compliant with those standards, rulesand protocols. Ithas no direct
relationships with publicusers ofthe Internet. It facilitates but does not itselfengage in newsor
advertising services. Itsrolewill include these functions:

e Establishgovernancestructure

e Facilitate board formation, membership

e Charge licensing, certificationand member fees
e Fundprotocoland standards development

e Research, test, commission key technologies
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e Createvoluntary privacy, trust, identity standards
e Protectprivacy: Anonymous, yet trusted users
e Sanction protocolsfor sharing users/contentand license theiruse
e Sanction multi-sI TEGA user authentication services
e Facilitate web-wide microaccounting/subscriptions
e Support“atomized”content, wholesale/retailing pricing
e Broaden*“deepweb” access; notonweb today
e Supportadservingbyanonymized user cohorts
e Enableconsumer choicefor commerce, privacy
o0 One account,one bill,one ID, purchase anywhere.

0 Butno singleownerofallusers

STAKEHOLDER EXPERIENCES

Prototype versions of I TEGA-sanctionednetworkservicesare to be designed for both industry and public
stakeholders:

They willbedesignedsothat newsandotherpublisherscan:

B Growaudiences
B Increaserevenue (monetize off-sI TEGA content, higher CPMs from non-subscribers)
B Deepenuserrelationships (greater impact; ROl goes up)

They willbedesignedsothat public users:

B Efficiently find helpful and relevant information personalized to their interests/needs
B Find suchrelevantinformation faster and easier

B Have newand better control overtheir dataand identity

B Increasetheir connection with geographicand topical communities

B Find theservice valuable enough to pay something by subscription or per-click

Inthe process,newsorganizationswill:

B Learnwhatit takesto aggregate contentautomatically and efficiently

B Collectand share user data/behavior on a“permissioned” basis

B Receivedataabouttheir userswho leavetheir SITEGA or service

B Receiveanonymousdataabout other’s userswho come to their site/service from elsewhere

Proof-of-concepttestingwill:

B  Trackuserdataand collectanalytics (not use cookies exceptfor state management)
B Testadvertisingdelivery by anonymous cohorts
B Testnetworked subscriptions
B Personalize content
Evaluate and analyzeresults
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PART THREE

Operating components

The design process for ITEGA’s operationswas informed by the meetings ofthe four ITEGA task groups
in 2015, and the research and white papers commissioned by the Donald W. Rey nols Journalism I nstitute
(RJI). The processbegan by identifying four key objectives, making key assumptions aboutthe
marketplace, thenarriving ataseven-pointset ofdesign principles.,seven operating requirementsand
nine operating features.

FOUR OBJECTIVES

The Information Trust Exchange Governing Association has four objectives:

e Foster networkstandards and collaboration among existing consumer-facing services, and enable
new ones.

o Help enable for the public convenient access to trustworthy, valuable personalized content
packages and services from one, privacy-respecting account.

e Createaplatformthatwill supportatleast two business models for publishers:
0 Wholesale-retail pricing and aggregated payments for digital contentsharing.

o Sharingofstandard-formatend user interest profilesfor optimum personalization and
user-permissioned marketing and advertising.

o Offer abalanced alternative (between government regulation and investor-owned “closed”
platforms) for online identity and privacy management that:

0 Reducesby marketforcesthe proliferation ofopaque, proprietary, unaccountable cookie-
based tracking

O Enablesarange ofprivacy/identity trust alternatives for the public

|
MARKET ASSUMPTIONS

The ITEGA accepts six strategic market assumptions:

e COLLABORATION -- While the number andindependence oforiginal news producersisan
importantelementofadiverse press, the lack ofcollaboration on digital-media standards for
sharingusersand contentvalue isimpairing support for journalism. Collaboration on network
sharing protocolsand businessrules is therefore essential to sustain competitive, independent
journalism.

e SCALE -- Nearly allindividual elements ofthe U.S. news industry are toosmall and lack present
network capabilities sufficient to providea compelling, personalized, broad-spectrum information
service to theirpublics -- except through either: (1) Alignment with the goals and businesses of
gianttechnology platformsor (2) Collaboration with other news and information organizations —
legacy orpure-play digital.
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e BEYOND ADVERTISING -- The decline ofindependent local retailing, the “nichification”and
“digification” ofverticals (autos, employment, food-entertainment, soon preprints) and therise
of tech platforms for contextual and social advertising have underminedadvertising as a feasible
core strategy for local news providers (print, radio and eventually TV).

e NETWORK SUBSCRIPTION -- Single-sI TEGA subscription services have plateaued asarevenue
source.They are agateway to local news that lacks sufficient appeal to an increasing percentage of
availableaudiences -- unless personalized, delivered to mobiledevices and augmented with a
variety ofother types ofinformation and services. Subscription bundles must reach across
servicesand publications.

e CONTENT ATOMIZATION -- Publishers need away to make money when they distribute their
contentoutsidetheir own “publication.” Thisrequiresacommon stan-dard for tracking access at
the story or “digital object” level (“atomizedcontent”) so that valuecan be attributed (whether
creditforad viewsor contentreading) and exchanged.

e ENFORCEABILITY — Transparentexchangerules, rather than governmentregulation or private
fiats, assure network trust, the public interest in privacy and identity management. “Bad actors”
aresanctioned orremoved. The ITE'sroleistrusted because itdoesnotcompete with
participants. Hence, the need for anon-governmental and non-investor-ownedentity with a
missionto efficiently oversee and operate aservice and not profitfrom it. Profitisforthe
publishersand service providerswho use and run services under exchange rules.

OPERATING ASSUMPTIONS

The ITEGA adoptsthese four strategicassumptions about Exchange operating capabilities:

e Contentoriginatorswill be able to settheirselling price atwholesalein afree market for digital
information, and subscription bundlers and aggregators will take business risk (and opportunity)
at retail. A royalty-pool model similar to ASCAP or BMI in music is not sufficient for anexchange
where object value varieswidely as to purpose and characteristics. (Magazine vs. news,longvs.
short, investigative vs. spot news,videovs. text)

e The exchange will supportatleast three forms ofvalue exchange: (1) subscription bundles of
content from multiple wholesale sources (2) Per-click purchase ofindividual objects where
buyer’screditisverified (3) Rewards to end users, directly or indirectly, for theirattention to
commercial messages.

e To facilitate marketer/advertiser participation, the exchange will support mechanisms for
monetizing personal data, so that “freemium” isan included business-model type. However, the
Exchange will enforce transparencyand choice and control for end users in managing their
personal data, which will be clearly defined.

e Therewillbeno central repository ofpersonally identifiable information. Records ofexchange-
facilitated activity will be aggregated, reported to content providers and service providers, as
permitted and required for business purposes, including value exchange,and not retained by the
Exchange. Asadesigngoal, the Exchangewill not have accessto unencrypted personal
informationabout users. Users can choose among competitive service providers basedonalevel-
playing field negotiation oftheir respective privacy-management offers.
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Similar to the early daysofthe bank/ credit-cardsystem, the network must be overseen by anon-
governmental authority on behalfofthe public and private--and competing -- parties. The
ITEGA will define rulesfor the competitive exchange ofboth contentand users’ identity
information.

DESIGN PRINCIPLES

These sevendesign principleswillbe common to all ITEGA-sanctioned services:

1.

PUBLISHER/ USER INDEPENDENCE — (“Allow silos to continue™)

CONSIDERATIONS: The same way thatamerchant's decision to accept Visaor MasterCard does
not precludeaccepting otherforms ofpayment, including the merchant’s own in-house credit
card, the ITEGA should notinany way preventapublisher from continuing to use any other
technology orserviceofthe publisher’s choice.

REQUIREMENTS: The ITEGA design mustnotprohibitor preventpublishersorusersfrom
usingtheir owninformation exchange or valueexchange mechanisms outside the ITE. Nothing
will restrictor inhibitaparticipating affiliate or publisher from continuing to operatewithin their
ownorother’suser-management or value-exchangesharing services. A good analogy mightbe to
adepartmentor big-box store that accepts Visaor Mastercard from casual customers, butalso
continuesto offer itsown store revolving credit cardto itsown high-affinity customers.

USER DATASHARINGAND FREEMIUM PRICING

CONSIDERATIONS: Intoday’s Web environment, “free” services have become the defacto
standard because usersare paying for these services with theirdata. Inthis sense personal data
hasbecomeaveryreal “currency” whose worth represents asignificant portion ofthe $60B
digital advertising market. However the current market for “adtech” and “trading”in this
information hasenormous issueswith regard to privacy, transparency, and lack ofuser
permission, participation, orcontrol.

REQUIREMENTS: The ITEGA design mustprovideanopt-inmechanism for usersto be able to
share selected aspects oftheir user profile and/or usage statistics with either: a) ITEGA
publishersdirectly, or b) ITEGA usade agaregators. This mechanism mustalso provide an explicit
means of value exchange to reward users for sharing thisinformation.

USER-CENTRIC IDENTITY

CONSIDERATIONS: The burdenofonline loginand account managementis currently
unmanageable for all but the most dedicated of users. The alternative—social login servicessuch
as those provided by Facebook, Google, Twitter, and others—hastoo many privacy and
intermediation problemsto be asustainablesolutionfor the ITGA membership.

REQUIREMENTS: The ITEGA design mustenable usersto employ uniqueidentifiers that that
are universally recognized across the ITEGA ecosystem,butdo notrequirecentralized registry
services. The ITEGA architecturemust enablethe user to authenticate the user's choice ofunique,
standard-formatidentifier to ITEGA publisher sites. Thisauthentication mustbe able to meet
system-wide identity levels ofassurance (LOA) that also meet the LOA requirements ofaspecific
ITEGA publisher. The ITEGA identifier architecture must enable users to control the levels

privacy afforded by these identifiers in ITEGA interactions.
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4. USER ANONYMITY / PROFILE SHARING

e CONSIDERATIONS: To gainmarketer/advertiser participation, the Information Trust Exchange
must support mechanismsforaggregating and sharing demographic, interestand preference data
aboutindividual usersupontransparent terms acceptable to the individual. This calculus
inherently raisesissues ofpersonal privacy for end users. Also, in the same way the non-digital
economy supports cash purchasesinwhichabuyer doesnot reveal any informationto aseller,
the ITEGA should enable purchases by userswho choose not to reveal identity or profile
informationto apublisher. Atthe same time, ITEGA service providers who establish accounts
and manage the personaand privacy oftheir users should be willing to sharesome demographic
and interestinformation about their usersto third-party publishersas acondition ofthose
publishers beingwilling to provide services to those users—in both casesto enhancethe user
experience.

e REQUIREMENTS: The ITEGA sanctioned servicesshould provide astandard mechanism for
anonymous yetaccountable purchases ofcontent objects by I TEGA users. They should enable the
serving ofadvertisements to individual users with specificinterestswithinacohortofotherusers
— withoutadvertisers or marketers having acdessto unique, personal identifying dataaboutan
individual user.

5. USER CHOICE OF ACCOUNT HOSTING

e CONSIDERATIONS: Userswillnotadoptan ITEGA networkthatlocksthem intoasingle
accounthost provider any more than they would adopt a banking network that locks theminto a
single bank. Havinga choicefrom acompetitive marketplace of ITEGA account hostprovidersis
as importantashavingachoice today of from a competitive marketplace ofemail account
providers.

e REQUIREMENTS: The ITEGA design mustallow usersto choose how their ITEGA accountwill
be hosted. Choices mustinclude self-hosting and service providerhosting. For service provider
hosting, the ITEGA design must provide options for both self-asserted assessment of compliance
with ITEGA policiesand reputation-based assessment. A user must be ableto move (port) their
ITEGA accountand accountdatafrom one accounthost to another.

6. PRICING CONTROLLED BY CONTENT OWNER

o CONSIDERATIONS: The value ofnewsobjects (stories, video, multimedia) vary widely based
upon their timeliness, topic, type (long, short, investigative, narrative, spot, trade, MST) and
application. News objects increasingly are disengaged from publisher packages by aggregation
and “atomization.” Therefore,royalty-owning publishers need away to assignand transfervalue
(pricing) ofindividual objects across a sharing network. Royalty-pool models have largely failed
because they remove the original publisher from value assignment.

¢ REQUIREMENTS: ITEGA-compliantservices mustrespectthe pricingsetby originating
pubishers (atwholesale), while allowing the free assignment of pricing at the consumer (retail)
level. design must enable content objects to be sold onabundled, subscriptionor alacarte basis.
Contentobjects she be able to be made available on abundled, subscriptionor alacarte basis,
charge or free, asthe owner wishes. Itfollowsthat publishersusing I TEGA servicesbe willingto
sellinformation resources to anonymized incoming casual or “drive-by” users (ala “newsstand
customers”) atareasonableprice they establish, without having to know the identity or detailed
informationabout these “guest” users.

itega-executive-summary Jaunch-plan-0444-17.doc Page 23 of 57



itega-executive-summary-launch-plan-04-14-17.doc

7. USAGE BILLING AND SETTLEMENT

e CONSIDERATIONS: The overhead and friction of maintaining multiple payment optionsacross
multiple sitesiscurrently prohibitive to all but the very largest publishers and pay ment service
providers. Therefore itis paramountthat the ITEGA offer anetwork-wide alternative that reduces
the costsand friction ofall ITEGA pay mentoptions to an absolute minimum.

o REQUIREMENTS: The ITEGA design mustprovideastandard mechanism for billingusersfor
the contentobjectsauser hasconsumed during anaccounting period, and for settlement ofauser
accountatthe end ofan accounting period. Thisbilling and settlement mechanism must be as
lightweightand low-friction as possiblefor both usersand publishers.

OPERATING REQUIREMENTS

These operating requirements are proposed and sought as consistent with the strategicassumptionsand
designprinciplesand should be part of ITEGA-sanctioned operations and specifications:

e EVENT LOGGING -- Every HTTP actionacrossthe networkthat involves an exchange ofvalue (a
paymentforanarticle or areward for viewing ordoing something) islogged to an authentication
and loggingservice,whichisseen by the system participants asa'central shared service" --
althoughinnetwork practiceit may be distributed and hierarchical as with Domain Name
Service.

e USER NETWORK OPACITY —An ITEGA-sanctioned logging service knows the useronly by a
unique alphanumericidentifier supplied by the user's"home base" registry serviceat the start of
that particularsession. They operate as agents, auditors and fiduciaries of publishers and user-
registry services. Asamatter of policy, I TEGA-sanctioned loggingservicesshall notsellor
provide clickstream datato ANYONE and providesitonly to the user'shome service providerfor
their purposes (and for audit purposes to the publishing content provider ifrequested). The
identifier --to anyone other than the homebase itself --reveals nothing more than the identity of
the user'shome base.

e SERVICE-PROVIDER CHOICE — There shouldevolve aplurality ofhome-baseaccount managers
in the service (asthere arethousands ofhome basesin Shiboleth/Internet2), providingend users
a highdegree ofchoiceregarding businessterms, especially as to identity and privacy.

e VALUEAGGREGATION/SETTLEMENT -- Atsettlementtime, the settlementservice bundles
eventrecords--sorted by home-base ofthe usersonthe one hand and by the vending publisher
onthe other hand --and determinesanaggregatedebitor creditto chargethe home baseand an
aggregated creditor debit to charge the publishers (note thata"publisher"could be abrand
whichispayingforausertoviewacommercial message). Thisallisdone periodically -- daily,
weekly, monthly -- probably weekly in prototype —inreference implementation across the bank
ACH network.

e DISTRIBUTED DATA CONTROL -- The home base getsthese bundled log reportsand is free to
sortthemor use themasthey wish (subjectto their termsofservice with the end user as to usage
and privacy protection or not); insome cases there may be adiscrete chargeor paymentto the
end user fora particularaccess; inthe vast majority ofcases, one supposes, the homebase will
use the click-stream reports for demographic, marketing and business-model analysis but the end
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user will merely be payingamonthly subscription for some class of service.

e AUDIT CAPABILITY --The publisher (or information service provider), also gets bundled log
reportsoftotal usageso they canaudittheir paymentor receipts, and the only sorting they are
capable ofdoingisby the sourceofthe end-user (i.e., their service-provider D). Conceivably
they might have methods to associate theseanonymized usage reports to specificusers, but the
ITEGA would be in the business of making business rules governing this practiceand the rules
would be enforceable by anything up to the ultimate sanction -- cutting the offending information
service provider offthe system.

e ENFORCEABILITY -- The provisionfor non-regulatory sanctionsis one ofthe reasons why the
governance and ownership ofthe service isso critical. The sanction ofa networkcutoffdecision
hasto be the result ofwell-documented interchange rules (consider Visaasamodel in this
regard), and the entity making the decision has to have no competitive business interest one way
or the other butratheronaninterestinthe fairadministration ofthe serviceand due regard for
evolvingidentity and privacy rightsofend users. Hence, the need for anon-governmental and
non-investor-owned entity with amission to efficiently oversee and operateaserviceand not
profitfromit. Profitis for the publishersand service providers who use the service.

OPERATING FEATURES

Here are nine expected operating features of ITEGA-compliant services which should be enabled and
supported by the operating requirements:

e NETWORK SUBSCRIPTIONS — The service should allow publishers to be paid for providing
digital contentacross an I TEGA networkwithout having to have one-offrelationship with each
reader/user.

e DYNAMICSERVICING — Publishersoffering theircontentshould havereal-time personal,
demographic, preference or interestattributesofa user/readerat the time the user makes an
online/mobilerequest for information, so they can respond with targeted, customized messages
orservices.

e MICROACCOUNTING --Publishersshould notbe required to participate in operations which
“pool”royalties. Rather, afeature ofthe serviceshould be census-type (vs. polling, poolingor
sampling) logging and aggregation of billable contentrequests, with clearing-house settlement of
pay mentsand creditsamong publishersand user-account managers.

e WHOLESALE-RETAIL PRICING — Publishersshallbe able to use one or moremethodsto
establish the pricethey wish to receive (and be assured ofpay ment) for adiscrete digital object
(orbundle), and be able to vary thatpricedynamically in real time based upon the attributes of
the user requesting the object.

e ONE BILL/ACCOUNT —The service willenable auser/readerto have one bill/one

account/singlesign-onaccess to information from (virtually) anywhere, by subscription or by
click/action?
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e UNIVERSAL TRACKING — Inorder to gain the participation of publishersand advertisers, the
systemwill enable auser’sactivity to be tracked across the ITEGA networkand that activity
aggregated —only --to the user’'shome-base service provider for billing and analysis —contingent
uponexplicit permission ofthe user.

e CONTENT PACKAGING — Inorderto gainthe participation ofend users, publisher and billing-
service usersofthe system shouldbe able to facilitate custom assembly by the end user of
informationservicesfromavariety oftopical and geographic-oriented sources into personalized
subscription packages.

e FREEMIUM vs.FREE — In orderto gainparticipantofboth privacy advocates and the
advertising industry, the system should allow the publicuser to choseamongarange ofoptions
from (1) no advertisingand no disclosure or use oftheir trackedactivity inasubscription-based
approachto (2) receiptofhighly customized commercial messages and the wide, background
marketing oftheir information preferencesinarewards-based program approach.

e SUBSCRIPTION OR PER-CLICK — In order to satisfy the requirementsofaplurality of
publishersand service providers, the serviceshould offer end usersboth sale or receipt ofdigital
itemswithina pre-paid subscription package -- as wellas being able to dynamically query the
user if they wantto purchase a particular resource onaone-time, one-item basis.
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PART FOUR

Business / governance

ITEGA should be supportedby major technology,
publishing, advertising, consumerand philanthropic
organizations. It should guide the creation of new .
standardsand a platform for exchange ofuser ITEGA ata glance_‘
authentication and transaction records which enables a Platform for publishers
competitive market for information, respecting and
enablingconsumer privacy and choice. Some ofthe same . . T
entities —especially those whosebusinesses will benefit— ¢ Smgle'SIQnon faCIIIty
might also capitalize an 1 TEGA Operating Corp. , with the e Data exchange for user-

possibility ofaninvestmentreturn. identity information
e Payment exchange for

It should establish consensus on minimum necessary

open protocols to transferinformation aboutusage and advertising and content
chargesacross anetwork (either the public Internetor value

some controlled subset). AnITEGA canfacilitate e Rules exchange for privacy
emergence ofanopenuser-sharingand payment protocol

— either by developing the standard, or endorsingan open standards

standard developed by anincumbentwilling to shareit. It | ¢ ENnsures market competition
could foster continuous innovation leading to on price, service, terms

collaborationaround open standards. It mightfocuson ) )
developing the minimumnecessary protocols for enabling e Exchange itself is a
information commerce-- protocolswhich do not leave a marketplace, not a
single playerinablocking position. competitor

Anindependent, non-stock organization could lead
creationofthisfree (asin “open”) market for digital
information. Itshould:

Initiate and build on standards for trust, identity and information commerce
Ensure consumer choiceand trust

Enable price and servicecompetitionatall levels

Guide the marketplace with aglobal perspective

Benefit journalism,democracy and freedom ahead of private interests

Making a new marketplace for digital information -- and attention —suggests creating aunique
ownership and governance framework, specifying the required technology to be built by for-profit
licensees,and assessing the impacts on law, regulation,advertising and privacy.

Itmightbe a non-stockassociation, owned by its membership, whose interests may notbe dividedor sold
except pursuant to the bylaws and whose assets, upon dissolution shall be contributed to charitable or
educationinstitutionsin furtheranceofjournalism in conformance with the laws ofits state or
incorporation. It could raise money through grants, gifts, memberships and loans, and then contract with
oracquire entities providing information-commerce operating services, realizing program-related
income. The entity must be agile and unencumbered in negotiatingand implementing relationships and
it's fiduciary obligations must be solely to advance the interests ofits members, and the public.

Any individual could apply to join the Information Trust Exchange upon payment ofannual dues
established by the Board of Directors and approval of their membership application by the Board of
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Directors. Membersshall be entitledto attend and voteat any Annual or Special meeting called by the
Board of Directorsor by petition ofat least one-third ofthe membership.

Corporateor institutional members might be divided intoclasses, with varying voting rightsinorderto
assure governance ofthe ITEGA shallnotbe dominated by asingle class. Classes mightinclude
publishing members, contributing members, technology members, participating members and supporting
members. The board will be composed of members from various membershipclasses.

Atthediscretion ofitsboard,the Information Trust
Exchange mightform oracquireone or more operating
companiesto operateservices related to the ITE's mission.

The Information Trust Exchangecan solve problems—has
value propositions -- for publishers, advertisers and the
information-consuming public.

For the public, itcreates the opportunity for access
to lotsofinformation resourceswith asingle 1D,
passwordand account. Butunlike proprietary
servicessuchasiTunesor Facebook Connect, the
customer willbe able to chooseamongaplurality
of service providers who can competeover
financial and privacy terms.

Italso createsaplatform for affiliates to respond
in a customized, personalized way to information
requests, becauseit makesit possible for the user
to offer their preferenceinformation when making
an information request.

Foradvertisers, itsolves the problem of multiple
identities for the same person, withoutthem
having to maintain any personally identifiable

Thus the Information Trust
Exchange may have the potential
to be a largely self-funded effort
with the potential to facilitate
revenues and profits for operators.
Commercial entities can make
their own business decisions about
how much to spend to enable and
connect to the network. They can'’t
do that now is because there is no
interconnect -- a private, yet
public-benefit, system of unified
policy, governance and sanctions.
There is no non-profit exchange
facilitator which, like the Internet
itself, transcends any single
government or enterprise.

informationor be beholdento one or two huge platform operators who hold masteruser

accounts.

For publishers,itcreates the possibility of subscription networks through background
“microaccounting”for cross-sITEGA exchanges ofvalue and payment.

Each of these bringsalarge constituency of potential supportand interest; each are possibleinan
integrated approach to the sharing ofdataabout usersand transactions. A systemto do any three,
strategically designed, can do the other oneasabyproduct.

PRIVATEVENDORS TO BUILD

The l TEGA premise is to define an architecture, create protocols and interfaces,

and accompanying business rules -- then contractually partner with technoloagy

companies prepared to build I TE-compliant networks that share user data.

content and payments. As the profit from the system is designed to go to the operators and
affiliates rather than the ITE, we believe operators could feasibly finance their technology and
infrastructure investment and pay network fees to the exchange.

The Information Trust Exchange, whetherchartered asa non-profitassociation or aco-operative, would
notcompetewith itsmembersin newsor advertising, because itisproposed notto be adirect operator of
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anything—rather, itwill develop standards, protocols and business rules, and license operation of
authentication and logging services—dataexchanges—by one or more private, for-profit operators. The
rolesfor ITEGA aresetforthin Part2,onPage 15. The will deliverfor the public:

PRIVACY:Protect, sharedemographicand usage data

PERSONAL: “Persona”yields custom information

CHOICE: Many “info-valets,” price/service competition

RELEVANCE: Ads more effective, direct compensation

CONVENIENCE: Easy sharing, selling, purchasing ofonline content;one ID, one account, one
bill

Result. .. TRUST.

BOARD, STAFF AND SUBCOMMITTEES

The ITEGA Board ofDirectors, staffand steering committees will workwith the public to identify legal,
technical, management and philanthropic advisors with potential experience appropriateto enable
exchange services. They will consider how it will be governed, and connectwith potential for-profit
operating partnersand licensees. Board-designated task groups will refine the initial mission, rationale,
objectivesand value propositions.

Indoingitswork, directorsand their designeeswill study and perhaps connectwith initiatives that may
offer opportunitiesto endorseor learnfrom servicesthat will help define ITEGA or build ITEGA
services. Some examples discussed in thisreportinclude:

e SECURITY -- The use of SAML/Shiboleth by the Internet2 consortium to achievesingle-
sign-on convenience across 100 universities and research services.

e CONTENT — The experience of The Associated Press and the Public Media Platform by
NPR/PBS and othersto standardize the tagging, discovery and use of multimedia
content.

e COMMERCE -- The non-profit TrustXand DigitTrustinitiatives to create asingle digital
identity for usersand reduce the use ofso-called “third-party cookies.”

e IDENTITY -- The Knight-Mozilla Open News collaboration with The New Y ork Times
and Washington Post to develop an alternative to Facebook Connect.

e PAY MENT -- The business models offormative content paymentnetworks such as Tiny Pass,
Piano Media/Press+, Medial D, Blendle, Clickshare —and potentially ApplePay.

Through RJl'sresearch, ITEGA canidentified legal, technical, management and philanthropic advisors
who might have the experience and knowledge required to createthe I TE, establish its governance, and
connectitwith critical for-profit operating partners. Itisanticipated thatthe costofbuilding operating
infrastructurewould be born by for-profit partnersand licensees . All that’s needed is founding-member
capital, and a hosting institution, such as RJI, to provide logistical support. A first-year funding goal of
$310,000 is proposed, (A go-no-gomilestone isatapproximately $50,000) with the intention thatthe
ITEGA be self-sustaining thereafter through dues and licensing fees,assuming agovernance (ratherthan
development) role over the web’s new trust, privacy, identity and information commerce infrastructure.

COMMERCIALRELATIONSHIPS

During Phase 2, ITEGA would beginto seekto license for-profit affiliate memberswho will provide these
servicesataTier1level ofauthentication,to seed the networkin the publishing space:
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e Enablewebusersto access,share,sellor buy paid content from multiple sources
by meansofa secure accountwith asingle 1D, password, account and bill.

e Provideweb userswithabsolutecontrol over adigital identity with respect to
accessing, sharingand purchasing news and information content, and otheruses.

e Find, spotlight, aggregate and share content.

o Createanews social networkthat operates through news and information content
web sitesatall levelsfrom local to international.

e Createameansto deliver contextually-relevant content recommendations to
network members

e Provideeasy, low-cost, copyright-respecting access to “Deep Web” and other
contentstored behind pay, registration, membershipand once-proprietary barriers.

o Enablethedelivery ofprecisely-targeted advertising and othercommercial content
relevantto areader’sexpressly shared demographic profile,social networking
connections, ad content preferences and browsing history.

¢ Enable a system allowing ITEGA users to earn cash or rewards for engaging
in a variety of potential interactions with commercial entities.
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PART FIVE

Operating technology

Technology comprising an Trust Sharing Exchange Architecture (ITESA) isnow described. Itdraws
significantly upon the proposals of both Buzz Wurzer and Bill Anderson®in2012 and 2013. Insome
ways, itisconceptually similar to Clickshare Authentication and Logging Service, described in two United
States patents.10 Itbeginswith aset of value propositions continues with functional specifications, and
endswith build-out steps.

What do we mean by a“shared-user network”? InDec.,2008, agroup

of 45 news-industry experts met at the Donald W. Reynolds Journalism The ITESA creates

Institute and collaborated on this definition: the opportunity for
a new kind of
A computerized, community-basedecosystem thatenables entity which would

consumersto opt-into convenient, secure and private
information exchange withtrusted providersofonline content, help consumers
productsand serviceswhere therelationship value ofthe manage their
consumer iscaptured and married to optimized positioning of personas across a

seller offerings. variety of
Components: information
services —some
® Enrollment/registration processes thatscreen (and protect) paid and some that
users pay, or reward.

Creationofsecure credential with user-set privacy levels
Downloadable(?) single sign-on capability for participating sites
User-createdand updatable profiles of preferences, interests and demographics

Certification oftrusted providers and participants

Ability to match dynamically-specifiedbuyerinterests with customized seller offerings
Transparent payment capability with user-specified ways to pay

User-defined rewards that can be collected among user-specified provider participants
Visa-like payment engine/network/capability to slice-and-dice payments, establish and
enforce rules, handle problems, service customers, provide reports, administer
licenses/IP, etc.

TWO OPERATING COMPONENTS

Technically, ITEGA supportstwo broad initiatives:

e ITEGA PROTOCOLS -- Asetoftechnical protocolsand businessruleswhich governthe transfer
of specific information across the public TCP/IP network (Internet)amongand between (a)

9 - Buzz Wurzer is a retired Hearst Corp. executive; Bill Andersonis a retired Seattle SeaFirst bank CTO.

10 http://tinyurl.com/2wtlpu / http://tinyurl.com/2ukwi4 / http://tinyurl.com/csc-patent-2013 /
http://tinyurl.com/csc-patent-news / http://newshare.com/disclosure
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diverse point-of-service (POS) devices, such as laptops, smartphones and tablets and (b) network
members, including content providers (CP) and end-user service providers (USP).

e |ITEGA NETWORKS -- Special-purpose networks that securely transfersinformationamongand
between network members, including content providers, end-userservice providers, network
operatorsand networkservice providers.

ITEGA-sanctioned systems should also facilitate:
e Technical protocols for sharing users, contentand payments

e Controlforusersovertheir demographic, financial and personal data
e Otherfeaturesproposed at “Blueprinting the Information ValetEconomy.”

System attributes ; ; .
Nothing will restrict or

A. Visa/telco analogy inh_ik_)it a participating
B. Some specific system elements affiliate or publisher
C. Two stakeholder groups from continuing to

operate within their
Netwo rksitend t_o _devglop as S|Iqs and then_lnterconnect because of own or other’s user-
the resulting efficiencies for their users. Railroads developed a

standard gauge and connected their tracks so freightand management or value-
passengerscould move inanuninterrupted fashion. Continental exchange sharlng
power grids use the rate of phase change oftheir alternating services.

current (60 cycles) so they can share electricity backand forth.

Banks who once had independent ATM networks now allow their users to withdraw funds
globally (OK, for a fee, but the technology is standardized) becausegettingatyourdollarsin
Massachusetts converted to Euroswhenyouare in Prague isareal convenience, evenifitcosts
$3.00todoso.

These are “shared-user” networks —railroads, power grids, bank ATM networks —because they
allow the sharing ofgoods and services without technical barriers—and in the case ofthe ATM
networks, the sharing ofusers.Butright now, whenyouloginto awebsITEGA to transact, it'sa
one-offrelationship; each sITEGA with adifferentaccount. That’'snotso bad for commerce, but
whenit comesto buyinginformation ofsmallvalue, it'saterrible impediment. We have a
separate log-infor each news or timely information sourcewe visit, ifthey require a subscription.
That’sjust notuser friendly.

So onthe web, a shared-user networkwill allow usersto haveone account, one I D, one password (or setof
authorizing identity credentials) and one bill, and have access to multiple resources from different sitesor
applications. The networkwill have ruleswhich govern:

e Trust— So youknowthe service you're usingisreliable and credible.

e ldentity—So the information providersyou access know enough aboutyou to be able to provide
youtherightinformation at the right time for the right price.

e Privacy —Soyoucanbeincontrolofhowinformationaboutyouandyourinterestsisstored,
shared and used, and by whom and for what purpose.

Information Commerce—So that participating information providers can establish their own pricing for
their services, and cansell those serviceson the network without having to establishaone-to-one
relationship withyou as user. Your credentials will be vouched for by the networkand the networkwill
assure pay ment.
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If a publisher chooses to become aservice provider, then they get accessto all ofthe activity oftheir OWN
usersacrossthe network, giving them, in effect, "First Party "datavastly broader than they have access to
today --butonly for those peoplethey have account relationshipswith. Thisprovidesahookfor
accountability as to use of personal data, and ahookthat can be audited by the ITEGA administration if
necessary.

1) Systemtracksallclicks (thatinvolve valueexchange) in background,aggregating them, settling
aggregated valueexchange.

2) Eachuserservice provider gets clickstream dataabout their userswhichitcanuse subjectto
Termsof Servicewith the end user. Their TOS is auditable and enforceable by the ITEGA asa
condition ofsystem membership.

3) Publishers(content providers)do NOT getidentifiable information aboutany user (atleast not
from this system); they just get assurance that the personisauthorized to view the resource
requested and that, ifmoney isinvolved, the money isgoing to be handled and they will getor
give what they expect.

4) This doesnotstop publishers from setting their own cookiesor doing otherthings to identify

users, unlessor until the Information Trust Exchange prohibits such behavioras acondition of
membership.

STRATEGICASSUMPTIONS

Animportantdesigncriteriafor the protocols—nothing should stopa participating affiliate or publisher
from continuing to operate withintheirsilo. A good analogy mightbe to adepartmentorbig-boxstore
thataccepts Visaor Mastercard, butalso continues to offer itsown store revolving credit card.

Apple seemsunlikely to jointhe ITEGA ecosystem ifthat ecosystem requires Appleto shut down the
iTunesstore or alter fundamentally how it operates. Ditto with Amazon and with Facebook Credits and
Connect. The ITEGA protocols haveto be additive to these businesses --away for them to expand from
their three-party servicesinto atrue four-party trustnetwork.

Worth noting again here is Google executive Chairman Eric Schmidt'scommentsin May, 2011, when
interviewedby Kara Swisher and Walt Mossberg. Generally Internetinfrastructures are open and multiple
playerscan participate, Schmidtsaid. Inthat context he saw itas nota good thing that the identity space
is practically being managedat this point by Facebook Connect. Andhe observesthatitwould be agood
idea if thatwas done inan open networked, collaborativeway withabunch ofcompaniesdoingit. (See:
http://tinyurl.com/43g3xyo) Ineffect,Schmidtwasendorsingthe I TEGA concept.

OPERATING PRINCIPLES

A key operating principal of ITEGA:

If your enterprise wantto "own" and get dataaboutauser, you haveto maintainanaccount relationship
with them which makesyouaccountableboth to them andto the ITEGA'srules. Otherwise, they are
anonymized to youasacontent-vending publisher. Y ou know only their service class, theirhome-base
service provider and perhaps some other attributes shared on a“permissioned”basis.
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Other operating principles:

STANDARDS -- While the number and independenceoforiginal news producersisanimportant
elementofadiverse press, the lack ofcollaboration on digital-media standards for sharing users
and contentvalue isimpairing supportfor journalism. Collaboration on networksharing
protocolsand businessrulesistherefore essential to sustain competitive, independent
journalism.

PRICING -- The value ofnews objects vary widely based upon their timeliness, topic, type (long,
short, investigative, narrative, spot, trade, MST) and application. News objects (stories, video,
multimedia) increasingly are disengaged from publisher packages by aggregation and
“atomization.” Therefore, royalty-owning publishers need away to assign and transfer value
(pricing) ofindividual objects across asharing network. A royalty-pool model fails because it
removesvalueassignment from the original publisher. Consequently, a system must respect the
pricing setby originating publishers (atwholesale), while allow the free assignment ofpricing at
the consumer (retail) level. Contentobjects must be available for sale onabundled,subscription
or alacarte basis.

PRESERVE SILOS -- Nothingwill restrictor inhibita participating affiliate or publisher from
continuing to operate within theirown or other’s user-management or value-exchange sharing
services. A goodanalogy mightbe to adepartmentor big-box store thataccepts Visaor
Mastercard, butalso continues to offer its own store revolving credit card.

PRIVACY —To gain marketer/advertiser participation, the Information Trust Exchange must
support mechanismsfor aggregating and sharing demographic, interestand preferencedata
aboutindividual usersupontransparent terms acceptable to the individual. This calculus
inherently raises issues of personal privacy for end users.

REMOTE USER SERVICE — Publishersusing the I TEGA system will be willing to sell
information resourcesto anonymized incoming casual or “drive-by” users (ala“newsstand
customers”) atareasonableprice they establish, without knowing the identity or detailed
informationabout these “guest” users.

PROFILE DATA SHARING — ITEGA service providers who establish accounts and manage the
personaand privacy oftheir users will be willing to share some demographic and interest
informationabout theirusersto third-party publishersas acondition ofthose publishers being
willing to provideservices to those users.

OPERATING FEATURES

1)

2)

Every clickacross the network that involvesan exchange ofvalue (apaymentforanarticle or a
reward for viewing or doing something) islogged to an authentication and logging service, which
is seen by the system participantsasa'central shared service"although in network practiceit
may be distributed and hierarchical as with DNS.

The logging service knows the user only by aunique alphanumericidentifier supplied by the

user's"home base"at the start ofthat particular session. Asamatterofpolicy, the loggingservice

itega-executive-summary Jaunch-plan-0444-17.doc Page 34 of 57



itega-executive-summary-launch-plan-04-14-17.doc

shallnotsellor provide clickstream datato ANYONEand providesitonly to the user'shome
service provider for their purposes (and for audit purposes to the publishing content provider if
requested). Theidentifier--to anyone otherthan the home base itself --reveals nothing more
thanthe identity ofthe user'shome base.

3) Theremay beaplurality ofhome-base account managersinthe service (asthere are thousands of
home basesin Shiboleth/Internet2), providingend usersahigh degree ofchoiceregarding
business terms, especially as to identity and privacy.

4) Atsettlementtime, the settlementservicebundles all the clicks -- sorted by home-base ofthe
usersonthe one hand and by the vending publisher onthe other hand --and determinesan
aggregate debitor creditto charge the homebase and an aggregated creditor debit to charge the
publishers (notethata"publisher"could be abrandwhichispayingforausertoviewa
commercial message). Thisallisdone periodically -- daily, weekly, monthly -- probably weekly in
prototype --across the bank ACHnetwork.

5) The home base getsthese bundled log reportsand isfree to sortthem or use them asthey wish
(subjectto theirtermsofservicewith the end user as to usage and privacy protection or not);in
some casestheremay be adiscretecharge or paymentto the end user for aparticular access; in
the vast majority ofcases, one supposes, the home basewill use the click-stream reports for
demographic, marketing and business-model analysis but the end user will merely be paying a
monthly subscription for some classofservice.

6) The publisher (orinformationservice provider), also getsbundled log reports oftotal usage so
they canaudittheir paymentor receipts,and the only sorting they are capable ofdoingis by the
source ofthe end-user (i.e., their service-provider ID). Conceivably they might have methods to
associatethese anonymized usagereports to specific users,but the ITEGA would be in the
business of making businessrules governing this practice and the rules would be enforceable by
anything up to the ultimate sanction -- cutting the offending information service provider offthe
system.

7) The provisionfor non-regulatory sanction_sisone ofthg _ Soin this system, Big
reasons why the governance and ownership ofthe service is so . .
critical. The cutoffdecision hasto be the resultofwell- Brother is blind for
documented interchange rules (consider Visaasamodel in other than session
thisregard), and the entity making the decision hasto haveno authentication and
competitive business interest oneway or the otherbut rather A
ony aninterestinthe fair administration ofthe service and due bllllng PUrposEs . .. If
regard for evolving identity and privacy rights ofend users. your enterprise wants
Hence, the need for anon-governmental and non-investor- to "own" and get data
owned entity with a mission to efficiently overseeand operate
aservice and notprofitfromit. Profitis for the publishersand abOUt_a us_er, you have
service providers who use the service. to maintain an

account relationship
LIKE VISA,PHONES, BUT BIG BROTHER IS with her which makes
BLIND you accountable both
to her and to the ITE's
What is intended is similarin some respectsto the Visa/MCmodel, rules.
butin one key way itismore like the way the phone companies settle
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their calling traffic -- they settle aggregated debits/creditsamong each otherbased on numbersofcalls
exchanged -- but their consumer customers may be paying for minutesin bulk. The system tracksevery
callbecausethatis necessary evento provideunlimited calling packages to the public. This system as
described permitsaplurality ofsubscription packages with pricingasin a free market for digital
information -- set by the service provider who holds the end-user's account, and also set by the publisher
who wants pricing control overtheir content.

Where those two come together--contentsold at wholesale and subscriptions sold at retail -- iswhere
the business opportunity lies --arbitraging the cost of content against the subscription charge. Actually
that's the same thing newspapers did -- arbitraging the cost of sy ndicated content, wire serviceand
original reporting and advertising production costs against what was chargedadvertisers and subscribers.
Itseemssimple and obvious today becauseitsettled outoveralOOyearsormore. It'swhatevery
business figuresout --how to markup your ingredients to make a profitat retail. We simple have to work
outthearbitrage inthisnewworld. Thissystem providethe mechanics; the arbitrage isup to the market.

So in thissystem, Big Brother is blind for other than session authentication and billing purposes.

OPERATIONAL REQUIREMENTS

e NETWORK SUBSCRIPTIONS — The service should allow publishersto be paid for providing
digital contentacrossan I TEGA networkwithout having to have one-offrelationship with each
reader/user.

e DYNAMICSERVICING — Publishersoffering theircontentshouldhavereal-time personal,
demographic, preference or interest attributes ofa user/readerat the time the user makesan
online/mobilerequest for information, so they can respond with targeted, customized messages
orservices.

e MICROACCOUNTING --Publishersshould notbe required to participate in operations which
“pool” royalties. Rather, afeature ofthe serviceshould be census-type (vs. polling, poolingor
sampling) logging and aggregation of billable contentrequests, with clearing-house settlement of
pay mentsand creditsamong publishers and user-account managers.

e WHOLESALE-RETAIL PRICING— Publishersshallbe able to use one or moremethodsto
establish the pricethey wish to receive (and be assured of pay ment) for adiscrete digital object
(orbundle),and be able to vary thatpricedynamically inreal time based upon the attributes of
the user requesting the object.

e ONE BILL/ACCOUNT —The service willenable auser/readerto have one bill/one
account/singlesign-onaccess to information from (virtually) anywhere, by subscription or by
click/action?

e UNIVERSALTRACKING — Inorderto gainthe participation of publishers and advertisers, the
systemwill enable auser’sactivity to be tracked across the ITEGA networkand that activity
aggregated —only -- to the user’'shome-base service provider for billing and analysis —contingent
uponexplicit permission ofthe user.
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e CONTENT PACKAGING— Inorderto gainthe participation ofend users, publisher and billing-
service usersofthe systemshouldbe able to facilitate custom assembly by the end user of
informationservicesfromavariety oftopical and geographic-oriented sources into personalized
subscription packages.

e FREEMIUM vs.FREE — In orderto gainparticipantofboth privacy advocates and the
advertising industry, the system should allow the publicuser to choseamongarange ofoptions
from (1) no advertisingand no disclosure or use oftheir trackedactivity inasubscription-based
approachto (2) receiptofhighly customized commercial messages and the wide, background
marketing oftheir information preferencesinarewards-based program approach.

e SUBSCRIPTION OR PER-CLICK — In order to satisfy the requirements ofaplurality of
publishersand service providers, the serviceshould offer end usersboth sale or receipt ofdigital
itemswithina pre-paid subscription package -- as well as being able to dynamically query the
user if they want to purchase a particular resource on a one-time, one-item basis.

NINE OPERATING MODULES

Nine modules comprise the essential operations of the Information Trust Exchange Sharing
Architecture (ITESA) ecosystem:

e Three are shared services run for the ITEGA under contact by third parties.

e Therest are provided to | TEGA member publishers and service providers or by one or
more technology vendors who are certified | TEGA technology members.

They may be prototyped by one or multiple partners,vendorsormembers. The eightare listed below,
with preliminary information about perceived optionsas ofJanuary, 2017. A preliminary selection ofbest
and alternative options for key operating technologies may be found at this link:
https://www.dropbox.com/s/yoja7s109xe0zj7 /ite-poc-testing-options-elements-v2-09-22-16.x1s?d1=0

THREE SHARED SERVICES RUN FOR ITEGA UNDER CONTRACT

1. Networkuserauthentication services—Thisisacore featureofthe ITEGA ecosystem—a
method for “federated authentication” that allows an end user to be recognized and provided
variableview, listening, access or payment rights and multipleindependent web services.Over
two decades, several well-understood, open-standard services haveevolved for this purpose;
ITEGA simply needsto selectand enhanceone with the ability to pass encrypted userdatain
standard formats.

2. Event/accessloggingservice-- When an informationresource isaccessed by anend user —
viewinganad, readinganarticle,watchingavideo, listeningto apodcast,an HTTP “event”is
logged notonly at the websI TEGA providing the service,butalso to ashared networkservice
operatedby oneor more ITEGA-licensed vendors. Thisservice isthe second core componentof
the ITEGA shared-usernetwork.

3. Aggregation andsettlement services—The accumulated logging by the shared service of
networkeventsare sorted and aggregated by user service provider, by publisheror by data user
(suchasan advertiseror ad network) for settlementofdebits/creditsamong the network
members. Settlementis “notational” —itis nota banking or currency function. The resultsare
both detailed and summary reportsto publishers for royalty payments,and to service providers
for purchase ofcontent, for advertising charges and advertising revenueand to network
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participants who may be accruing transactional fees. Multiple examples ofsuch aggregation and
settlementservices existin banking, telecommunications, ad-tech, musicand affiliate marketing
and may be adapted to the ITEGA ecosystem.

SIX THIRD-PARTY SERVICES CERTIFIED BY ITEGA

4. Advertising exchange service — The just-announced TrustX service of the Digital
Content Next trade association appears well positioned to disrupt the ad-technology
stack with a non-profit service-bureau approach.

5. A profile-exchange service -- Enables access to and network sharing of user
attributes for the purpose of determining types of services and their value to be provided
to a user; and which is capable of varying services based upon such parameters as
subscription-authorization levels and credit thresholds.

6. Billing services — Upon receiving notation of aggregation and settlement, publishers
or service providers may direct bill or contract with agents to do billing. Multiple
examples of such billing services exist in banking, retailing, travel and technology and
one or more will be selected for the ITEGA ecosystem.

7. Publisher content access control — Offered by multiple vendors, or home-brewed
by publishers, but dynamic pricing is rare and access options tend to be relatively
inflexible. The challenge here is to build standards for cross-publisher interoperability
andevent reporting. Examplesin news publishing include Clickshare, Piano Media and
MediaSpan.

8. End-user content personalization services — With a few exceptions, such as
Cxense and LifeStream/Taxonometrics personalization tends to be a direct-to-consumer
service from tech platforms rather than a white-label provision for publishers.

9. User identity data and privacy management — Thisis new, emerging category that
can be provisioned by publishers who wish to manage data and privacy for their users, or
by specialty providers of this service such as RespectNetwork. The I TEGA ecosystem
requires that use end user have one or more designated “home bases” that either manage
profile and usage for them or allow them to do it themselves. The network then
exchanges user-permissioned data.

Key requirements ofthe protocol and the network may be found in Appendix D.
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PART SIX

POC implementation steps /2017-2018

Goal
Complete the design and testing of proof-of-concept service prototypes and the creation and

deployment of a sustainable | TEG A marketplace by July 2018.1! Each of the phases of this
implementation concludes with a go/no go decision on moving forward.

Technical work planning

While considering the POC I mplementation Components noted in PART TWO on Page 18,
above, the POC technical design/build team should select features, benefits and technology for
Proof of Concept testing that will enable or be compatible with the “Elements of the ITE” as

outlined in this grid document:
https://docs.qoogle.com/spreadsheets/d/1QJhrQZHduO5v GzXEglZPY SImxxaK9XikZPCaVR_BGCk/pubhtml

And particularly those designated as “high priority” (coded as “5”)

Non-technical work planning

Non-technical work proceeds in the areas of outreach/marketing, governance, membership and
funding. A near-term Project Management Grid, showing tasks in these areas aswell as

technical areas -- updated as of Sept. 24,2016 -- may be accessed here:
https://docs.google.com/spreadsheets/d/1IR8 WxwjkxedVfdcjrG2zS-zvDCigBoel UON TQDneLvdA/pubhtml

A list of non-technical development tasks, ordered for the first eight months following funding,
may be viewed here:
https://www.dropbox.com/s/wqtgkia8ggnovcn/schedule-non-technical-09-26-16.doc?dI=0

Implementation overview

What follows is a projection of phased-development of the I TEG A ecosystem, considering all
facets and focused on a proof-of-concept implementation.

Phase One (Funding, incorporate, governance, testing) [May-July 2017)

o  WrITEGA “whITEGA paper” for HO to publishersand onweb site
o ldentify “tools” needed for Phase One build

e Make arrangements with tool makers (consulting?/ revenue promise?)

11 .- RII's Roger Gafke has provided helpful guidance on the elements of proof-of-concept/prototype testing, both
elements to confirm new capabiities, adopt existing capabilities, and identify challenges to publisher participation.
He has also provided suggestions forsuccess metrics.
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Jahia/ ApacheGroup (PROPOSAL)
Mozilla / Don Marti / Aloodo
RespectNetwork (PROPOSAL)
Clickshare? (PROPOSAL)
Taxonometrics/LifeStream? (PROPOSAL)

e Develop a step-by-step description of ‘how thingswill work.” The elements include:

Enrollment/registration processes that identify (and protect) users

Secure credentialing process with user-set privacy levels

Single sign-on capability across participating sites and services

Discovery service focused on quality, trusted content, uniformly
tagged/identified.

User-managed and updatable profiles of preferences, interests and demographics
Certification of trusted providers and participants

Match dynamically-specified buyer interests with customized seller offerings
Transparent payment capability with user-specified ways to pay

User-defined rewards that can be collected among user-specified provider
participants

Visa-like payment engine/network/capability to slice-and-dice payments,
establish and enforce rules, handle problems, service customers, provide reports,
administer licenses/1P

[cleolelNe)

OO0 o0OO0O0

o

e Secure funding for proof-of-concept testing of critical system components [October-
November 2016]

Phase Two (Acquire, deploy development resources) [July 2017-May
2018)

e Hire small technical team or retain consultants to coordinate technology build and
integration (July 2017)

e Issue Request for Proposals (August-September 2017)
e Designate prototype builders and operators of the (a) I TE-compliant authentication
andlogging service (b) advertising user-data exchange and (c) content personalization

consumer service and (d) Privacy/tracking research platform (November 2017).

e Confirm publishers (legacy and digital born) who will participate in a six-month proof-
of-concept test of this system/network. ( December, 2017)

e Buildand deploy POC demonstration(s) (Jan.-April 2018)
¢ ldentify existing technology systems, services and organizations that could be part of the
I TEGA network collaborating with its development and/or providing its services under

contract with it for those services (Feb.-March 2018)

e Assess operation and utility of POC (March-April 2018)
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Phase Three (Prototypedesign,implementation) [May 2018 —

November 2018)]

ITGA will identify and facilitate prototyping by third parties in one or more of the following
areas, which may have standalone value and can also contribute to and operate within a larger
Information Trust Exchange.

Recruit publishers and run prototype services integrated with I TEGA authentication, logging
and settlement [May-June 2018]

e Prototyping / experimentation projects [Aug. 2017 — May 2018]

(0]

(0]

User-data exchange network supporting delivery of advertising by anonymous
user cohorts

Single sign-on among a group of independent publishers unaffiliated technically
except for the sign-on function.

Sharing and promotion of premium online content among a small group of news
entities to learn what personalization and service features appeal to the users.
Personalization and presentation of content acquired from multiple sources.
Management and sharing of user identity and preference data in a standardized,
open format that facilitates end-user control of itsuse. ldeally within the same
technical framework as Items1, 2 and3 above.

Allow content owners (publishers) to track and control access to their work
Exploration and testing of approaches to “tagging” content objects with price and
use information in standard, open formats.

Methods for users to choose among competing “home bases” that offer to
coordinate identity and privacy across multiple services.

Pricing —Facilitate individual publisher control of pricing and services, including
wholesale-retail content marketing, pricing by use, time and access rights.
Personalization — Work with existing advertising exchanges to coordinate a
unified view of users’ interest profile for delivering relevant, customized
messages — for commerce, news and other interests.

Payments — I dentify partners to build and operate payment aggregation and
settlement networks for news and other industries that will promise the public
one-bill, one-account simplicity for many information services.

Privacy — Choose from emerging identity-management services a method for
giving the public primary control over the creation and use of their identity and
demographic information.

o Compliance review and testing by | TEGA of prototypes for certification (October-
December 2018)
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Phase Four (Public operation of production servicesintegrated with
ITE. ) [January — Dec. 2019]

e Launch ayear-long operational depoloyment of ITEGA services
e Monitor the rest and develop recommendations for revisions in the system
¢ Revise the system where feasible during the live testMan

e Iftheresults of the year-long test suggest this system can be sustainable, proceed to
Phase Five

POC IMPLEMENTATION COMPONENTS

To review the evolution of the Proof of Concept featureset, view this LINK:
https://docs.google.com/document/d/1Hh40QBRcV DL Xgl FIMrK8MBV PBsWI 1547 0Xa3r67ujU-s/pub

Working minimum-viable proof-of-concept demonstrations may include the
following:

1. Functions generally possible with client-side tracking-protection tools
installed (Examples: Privacy Badger, Disconnect);

2. Theability to exchange profiles in some fashion among and between
publishers, "profile aggregators" and other publishers or advertisers/agencies
(sharing a prototype extensible user-attribute schema);

3. Demonstrate access control for networked subscriptions through
authentication of a unique but anonymous user to information resources on
multiple sites -- "EasyPass" for information;

4. Testing of advertising delivery by anonymous cohorts;

5. Logging of user event activity across a network of generally unaffiliated sites;

6. Hooks that demonstrate how payment and variable pricing (including
subscription and per click) are enabled (but not necessarily demonstrated in

minimume-viable demo).

7. ITEGA intends to manage an open-source project such as those managed by
the Apache Software Foundation.

Model publisher implementation -- Tracking Data Collection

In one experiment, | TEGA will encourage publishers to place a line of code to put on a few key
pages on their websl TEGA (not all), which will cause data to be reported on how many of a
service’s users have ad blockers or tracking protection. Publisherswill be asked to provide an
initial benchmark for current monetization rates -- direct vs. programmatic -- so that changes
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can be noted. Then run a campaign to drive tracking protection in your corner of the market.
Run the experiment for a awhile. Let’s keep track of monetization rates over time to see if there

is a correlation.

o Tracking protection (“Surveillance protection?”) /browser agnostic

could be Disconnect, PrivacyBadger, others.

e Show user data exchange controlled by user (Mozilla has built this)

The testing regime will rely upon the use of Standard User Profile Attributes) aswellas ITEGA

“Functional Specification for User Data Sharing”

Objectives of POC testing

¢ Usersin control of information about them

e Thereis a reasonable workflow

e Ads that follow individual users are gradually

deprecated
e Ads served in quality topic/geographic
publishing environments are encouraged

e Ads thatare more valuable and more sellable

Phase One explores/modifies Essential Elements of the

ITEGA

A model POC user experience

1. User establishes an account with a news site,

such as The Washington Post and shares
identity attributes with it.

2. User logs off

User surfs to an | TE-participating sSITEGA

unrelated to the Washington Post.

4. SITEGA doesn't know them but through
Shiboleth application is presented with
authentication pop up

ITEGA task-group member
Scott Bradner believes
newspaper websites would
appreciate the option of being
able to tighten up their cookie-
controlled paywalls to eliminate
free looks. His theory is that
they should give users a choice
of adopting the ITEGA
surveillance-protection and
user-attribute management
service in exchange for being let
behind the paywall at no
subscription charge. This
would start to control user
attribute data-leakage by
moving away from ad networks
that rely on third-party cookie
matching, and also cut down on
the free-riders who dump their
cookie caches to continue to
look at paywalled news sites for
free.

5. User uses pull-down to select her "home base" (in this case, Washington Post)

System, opaquely to user, contacts Washington Post and presents users login credentials

7. Washington Post verifies credentials and sends | TEG A authentication service a token

saying "thisis a good user"

8. User is then given appropriate access to resources at the new site.

9. Alogging clientrunson all ITEGA member sites, logging access to protected resources to
ITEGA Logging Service for ITE-sanctioned billing or analysis.

10. Use is supplied a personalized stream of news from thousands of sources.

User interface POC aspirations -- (assuming application of Apache Unomiand Apache

Streams)
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e Provider a publisher's subscriber/user/visitor a dashboard to managing their
user profile -- the ability to add or delete attributes

e Integration of that user profile with all of the data sources a publisher has --
circulation, subscription, demographic, online event tracking

e A method for sharing, on a basis permissioned by the user, profile information in
real time through the publisher, as part of an I TEGA-sanctioned advertising
exchange

e Theexchange will dynamically store for temporary use user attributes linked to a
unique user 1D that only the "owning" publisher can matchto a real user

POC STAKEHOLDER EXPERIENCES

Prototype versions of I TEGA-sanctioned network services are to be designed for both industry
and public stakeholders:

They will be designed so that news and other publishers can:

B Grow audiences
B Increase revenue (monetize off-sSITEGA content, higher CPMs from non-subscribers)
B Deepen user relationships (greater impact; ROI goes up)

They will be designed so that public users:

Efficiently find helpful and relevant information personalized to their interests/needs
Find such relevant information faster and easier

Have new and better control over their data and identity

Increase their connection with geographic and topical communities

Find the service valuable enough to pay something by subscription or per-click

I nthe process, news organizations will:

Learn what it takes to aggregate content automatically and efficiently

Collect and share user data/behavior on a “permissioned” basis

Receive data about their userswho leave their sSITEGA or service

Receive anonymous data about other’s users who come to their site/service from
elsewhere

Proof-of-concept testing will:

Track user data and collect analytics (not use cookies except for state management)
Test advertising delivery by anonymous cohorts

Test networked subscriptions

Personalize content

Evaluate and analyze results

itega-executive-summary Jaunch-plan-0444-17.doc Page 44 of 57



itega-executive-summary-launch-plan-04-14-17.doc

PART SEVEN

Resources required

PROPOSED FIRST-YEARBUDGET

Non editable web version:

https://docs.google.com/spreadsheets/d/106b5kr9RKTeD7Tc300LY Sa9zfj5I
OE737agFimT-g88/pubhtml

HUMAN-RESOURCE REQUIREMENTS

1. Project Manager (3/4 time/contractor)
2. Technology Lead (see posting) (full time/contracted)
3. Twodevelopers (project-based contracted)
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APPENDIX A

Infotrust
eXchange
|

Project FAQ

1.

What are we trying to accomplish? Make a marketplace for digital content --
convenient for the public, that allows personalization and respects privacy. A platform for
content collaboration.

Who are the customers? B-to-B: Primary: News and digital content originators;
Secondary: Advertisers, telcos, cable companies, retailers, associations. Goal: Help them
deliver an incredible user experience through greater personalization and trusted privacy
and identity management.

Who are our partners? Technology and publishing companies who will join the
ITEGA and provide | TE-complaint services.

What do we do for our partners? Foster creation of a platform that enables a
marketplace for them to make money through advertising, digital content sales and
transaction fees.

What is the role for RJ1? Provides ideas and contracted support services as requested
by the ITEGA board.

What is the solution? Based on 2011 and 2015 research reports, and O’Hare gathering
proposed solution is a non-profit consortium which develops business rules and
technical/design specifications for a “shared-user network for trust, identity, privacy and
information commerce.” Elements include:

One-1D, one-hill account

Choice of service providers

Control of use of personal information

Personalization options for content and ads enabled by vendors

A la carte and bundled content purchasing; competition in pricing.

P00

What will sustain the I TEGA governing organization? Initially grants, them
membership dues, then license fees from operators of network services (authentication,
logging services).
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Q. Why does this have to be nonprofit?

The shared-user network is not intended to be nonprofit. In fact, the idea is to enable a vast new
digital marketplace for information sharing and sale. But thisauthor came to the conclusion
several years ago that there wouldn’t be any one stock public-stock company that would be able
to mount a credible managemnt of this solution in the environment -- because everybody would
want to compete with it. Nobody wants to go through a gatekeeper who has the ability to destroy
their business. And so it makesit clear that what's needed is a system that allows multiple user
owners and multiple and facilitates multiple subscription and payment schemes.

Q. How would you sustain the project after the funding expires?

A broadly-used shared-user network which enables a commercial exchange of value for
advertising, news and other content could institute interchange fees similar to the Visa or
MasterCard model which would readily sustain the oversight role of the I nformation Trust
Exchange. Commercial operators of the network infrastructure, authorized by ITE, would be
free to establish in the free market appropriate charges for their services. At notime would the
ITEGA be involved in pricing or service offerings of the users of the system. It would only
require income sufficient to maintain its business-rules and operating-protocols oversight role.

Q: What is required to build a shared-user network for the web?

Building the shared user network will require three activities, running in parallel, taking
perhaps a year. Thiswork could be coordinated by a contractor to the Information Trust
Exchange.

Establish business rules and technical protocols governing the exchange of information among
four parties to the network — (1) information seekers and their agents, (2) information
providers, (3) marketers or advertisers and their agents; and, (4) The network operator or
operators. The convenor of Information Trust Exchange could be funded to do this work.

Build and deploy an authentication and logging service that will allow parties to (1) exchange
credentials about information seekers (2) Exchange transaction offers and acceptances (3)
record and aggregation transactions for periodic settlement. Vendors could be asked by the
convenor of the Information Trust Exchange to bid on this work, in exchange for a multi-year
system operating contract.

Build and market software to operate on the servers of information providers as well as the

agents of information seekers that is compliant with the business rules and technical protocols

of the network as defined by the ITE. Vendorswould do this work on a business basis.

Q: How will this shared-user network meet the needs of key stakeholders?

There are three distinct customers of the shared-user network (“network”):

1. Information seekers (and their agents) — The network gives information seekers the ability,
in a trustworthy environment, to acquire information, or be paid for their attention,

conveniently and without having to manage multiple accounts, passwords and interfaces. It
gives them the choice, however, to affiliate with as many information agents (“InfoValets”)
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asthey like, just as we may have more than one credit card.

2. Information providers — The network gives information providers the ability to make money
by selling their content to a universe of users beyond their own, without the expense and
time of enrolling each of them. It’s like a store that accepts a Visa or MasterCard instead of
having to establish their own siloed charge-card system. In addition, they can have a
uniform means to acquire demographic and preference information about users in real time
asa part of a digital-information sale (assuming this is authorized by the information
seeker).

3. Advertisers and marketers — The network provides an efficient, common gateway to serve
native-format advertising to anonymous yet demographically targeted users, where these
users are known across a plurality of websites and the targeting of them is permissioned,
transparent and governed by industry rules rather than the government regulation feared by
many, including former Grateful Dead lyricist and Electronic Frontier Foundation co-
founder John Perry Barlow in his “Declaration of the I ndependence of Cyberspace.”!2

12 .. In Nov., 2014, Perry recorded a video reading of his 1996 “declaration” at Davos.
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APPENDIX B

Infotrust
eXchange
|

Implementation considerations

Here are seven considerations for the proof-of-concept development stage of the
I nformation Trust Exchange components. They involve outreach/marketing,
governance, membership, funding, user interface, identity management, data
exchange, cohort management, content management, service management and
payment management.

1. Legal/corporate form/governance

Draft mission, key objectives
Select corporate form(s); single or dual entity approach — profit/non-profit
What is the governance? How are decisions made about who gets admitted?
Participation rules?
Described practices required to respect antitrust laws globally
Assess/explain vs. comparables: Bluetooth, Cable Labs, NCN, NewsRight, etc.
Determine how to handle an intellectual-property rights issues

= Arethere any patent issues?

e Who ownsany unique intellectual property created?
¢ Payment guarantees and liabilities — who bears
e Shouldthis be trade association to mitigate all the legal/liability issues?
e Whatisrole of traditional journalism entities?
e Collaborate with privacy/demographics/identity task group

2. Technology

=  Work with other task groups on mission, objectives
= Assemble list of operating requirements including:
= Single-sign-on and network authentication
= Dynamic, real-time, competitive object pricing
= Exchange of user data regarding query threshold, markup, usage rights,
P11, preferences
= Off-Internet aggregation, billing, settlement
= Developdraft RFP for network operators
= Payments exchange — methods, timing, operational funding
= Credit/risk issues / especially physical vs. intangible goods
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3. Revenue Streams — Consumer direct

Subscription, per-use, single site, affiliate networks
How does the economic status of user affect access?
= Study/propose “library pass” feature to address digital-divide issues

4. Revenue Streams -- Advertising / “advisortising”

I nvestigate relationships with programmatic exchanges, brokers

Understand “two-way” nature of service — facilitate pay users to view ads?
Describe I TEGA role in advertising by moving money around ecosystem
Articulate all feasible revenue streams — advertising, “native”, commissions, etc.
Is “advertising” too limiting term in niche-market future? “Advisortising”?

5. Marketing strategy / B-to-B and B-to-C

Figure out staging of ITEGA launch /whatis “minimum viable service?”

Is this marketed B-to-B or B-to-C or both? I n what sequence?

Affiliate vs. direct marketing challenge / market-requirements document

Dual go-to-market strategy? Big network vs. incremental testing

Define the rewards system is for consumer users

Invent/define terms/brands — name of agent (news organization) vs. name of the
operating service.

How to position the news organization as a information repository handler
(trust/privacy)

How to co-operatively market value of “atomized” content

6. Privacy/demographics/identity

Stress transparency, end-user focus in all respects

Define, use/ownership/custodianship of personally-identifiable information (PII)
Use, ownership, exchange/repurposing, use of aggregated, non-PlI

Describe framework for valuing exchange of PI |

Propose a framework for rules (example: OECD Privacy Principles)

Rules about use of information collected in service; what if companies go out of
business; is information asset of company.

Literature review on ownership of identify; opportunities and liabilities of being
“custodians” of peoples’ personal information. Is there a core of information that can’t—
or shouldn’t -- be traded/sold?

Collaborate with legal/corporate form/governance task group

7. Content support

I dentify and engage early adopters

Who does the “trust” filtering? Is the ITEGA afilter, or a neutral pipe?
Describe system for distributed, independent, competitive content pricing
Pricing by article, subject, domain, phrase, concept?
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e Support variable pricing based on time, market, user metrics?

e Recognize that advertising is content too because it attracts readers -- e.g., CraigsList
and so-called “native” advertising.

e How to get money in hands of people who create “atomized” content (non-subscription)
such asfree-lance writers

o Determine what types of content are going to be involved:

Examples: News, academic, medical, legal, other trade/niche, music, audio,

video/movies, self-help, games, databases, other multimedia?

What standard metadata protocols are required?

Who is going to provide content? Traditional media? I ndividuals? Both

Is this processing of content (service) rather than owning content (product)?

How are I P rights in content affected, assured, controlled?
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APPENDIX C

PRICING — WHOLESALE-RETAIL

A frequent question posted by interviewees in the
2015 report_From Personal to Payment, involved
pricing. Ifnewsorganizationsare goingto share
users, and share content, who isgoing to bein
control ofpricing? (See Exhibit O) The answer:
No one personor entity. Some examples:

Airlinesbenefitfromacommon air-traffic
control system and they share airports.
They fly similar aircraft made by the same
companies. Butthey competeon pricing,
many routes, and most aspects ofservice.

Thousands ofcompanies float theirstock
onmajorexchanges. The price oftheir
stockissubjectto near absolute
competition for investors’dollars. Yet
they also use common bidding, trading
and settlement systems.

Online advertising exchangesworkin
milliseconds with demand-side and sell-
side platforms to match willing advertisers
with willing publishers and aggregators to
deliver “impressions”to interested
consumers. Prices range dramatically, as
do the contentand form ofthe
advertisements.

As the profit from the system is designed
to go to the operators and affiliates
rather than the ITE, we believe
operators could feasibly finance their
technology and infra-structure
investment and pay network fees to the
exchange. Thusour premise is that
infrastructure and other startup costs
born by the ITEGA manager will be less
than $2 million. “Thething is if you get
this up and going one could actually
turn to venture capital firms to expand
the market once the idea is well put
together,” says Robert Picard, of the
Reuters Institute. “Thatis not an
impossible idea. The infrastructure that
goes behind it could be completely
commercial. It could be newspaper and
news organizations or media investors.”

But whatif you added to the mix the ideaofwholesale-retail pricing, just like in the realworld? If
General Electric Co. makesatoaster oven and sells it to Wal-Mart Stores Inc., Wal-Mart then decides how
to price the toaster. Thinkofthe Internet market for information as like aWal-Mart store. The retailer—
your preferred publisher or service provider—is responsible for billing you and paying for what you buy
from his or her store. Then, they go pay the originating publisher—the wholesaler —for the itemsyou

When you click on that article as a
New York Times user, the
exchange should record a payment
to Le Figaro of five cents and
record a charge to The New York
Times of five cents. But whether
you as a consumer ever pay
anything other than that extra $1 -
- ought to be up to The New York
Times.
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purchased--to make up your personalized
information bundle. Andimagine, aswith the
advertising exchanges, that this happens instantly.
The originating publisher, ifit knows something about
you, mightvary the offer (price and terms). Your
home-basedpublisher, the retailer, might choseto
giveyousome ofthe itemsaspartofa package, and
ask youto pay for other piecesalacarte. Unlike Wal-
Mart, the inventory ofadigital information retail store
doesn’t need to be shipped orstored inbricks-and-
mortar fashion. Itcan be sought, priced,sold and
consumed in milliseconds.

Allthat's needed to make suchasystemworkisa
standardized method —a setof protocols—for
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exchanging informationabout usersand logging -- to a common place--the costofwhatis purchased. A
useful feature might be the ability to aggregate many small purchases that are charged periodically —
making efficient use offinancial-transaction networks like the bank Automated Clearing House (ACH)
networksand avoiding relatively steeper credit-card interchange fees.

Imagine thisscenario: The New York Times mightsend you anemail and say for anextra$l a month,
youget10-15 clicks per month fromasetofFrench languagepublications. It'sjust$lamonthandyou'll
have that Francophile bonus. What would happenwhenyouclickto anarticle at Le Figaro? They would
have some price they had setonthatarticle—maybe itisfive cents (converted from Euros). Whenyou
clickonthatarticle asaNew Y ork Times user, the exchangeshould record apaymentto Le Figaro offive
centsandrecordachargeto The New Y ork Times offive cents. But whether you asaconsumer ever pay
anything other thanthatextra$1-- oughtto be up to The New York Times.

If you haveasystem wherethe partiesonabusiness-to- - - -
business basisagree to pay the cost of people surfing Apple IS not going to play Ina
within the system, thenall itbecomesisastrategic new ITEGA ecosystem if that
business exercisehow muchThe Ne\_/v Yorlemes shoul_d ecosystem requires the

charge you per month. The Times mightdo this for awhile
and find they are losing money by just chargingyou $1a company to shut down the
month, so they might comeback to you and raise the iTunes store or alter how it
package to $2 amonth. Or maybeithasacaponitof30 operates. Ditto with Amazon

clicksper month -- thenyou have to pay more. . .
P y pay and with Facebook Credits

One can’t presume to guess how all those thingswillwork | and Connect. The ITEGA
out. What we need to create isasystem thatenables all of protocols have to be additive
thatand thenallows the free marketto operate asitdoes .

so well— whichis to have pricing and packages find their to these business —a Way_ for
equilibrium. Whatis described isafree marketfor digital | them to expand from their
information—a economiclibertarian’s delight! Butdon't three—party services into a

i i ilities?
we need to startby enabling those kinds ofcapabilities? true, four-party trust network.
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APPENDIX D

Technical Appendix:
Protocol requirements
Reference links

PROTOCOL REQUIREMENTS

In summary: The end user

becomes a subscriber to an
m Standardized transferofaunique, non- individual exchange

repudiatable useridentifier, assigned by a member’s news service and
USP, in real time, when auser makes an

HTTP requesttoaCP acrossaTCP/IP from then on the consumer
public network, for aunique resource. can access any content in

_ the exchange’s repository or
m Standardized transferofasetof end-user

attributes, alongwith the above request, on the servers of other
sufficient to permit decisions to authorize | exchange-member content
ordeny accessto resources basedona providers.

variety ofparameters, suchasa
subscription, ability or willingness to pay,
age, membershipor the like.

The ITEGA protocols mustsupport:

m Real-time queryandreply to confirm desireofthe end user to acquire the
resource based uponitscost, value or other attributes.

ITEGA-compliant networks shouldsupport:

m Real-time authentication backto their USP of a user’s credentials and rights upon
making a resource requestofa CP and prior to serving the request, whether the
requestisto the CP’s serversor to any Network Content Repository (see below).

m Loggingofservicesprovided by uniqueuser, resource provided, and any
negotiatedand confirmed valueofthe event. The event could involveserving
news content, or sponsored content (“advertising”) with the valueexchange
recorded ineitherdirection.

m A provision (internal or outsourced) for storing and indexing news content
uploaded by membersinany Network Content Repository.

m The ITSA networkservices includes programs that:

a) Storeandindex newscontent

b) Distribute messagesaboutthe contentto the members

¢) Controlaccessto the content,allowingfor newssearch, accounting for each
individual access, accounting for the due-from and due-to payments cycle
and actas the intermediary to an all-new internet payments sy stem.

Information about end-user identitiesare known only to the end-user's service provider (USP). The
networksystemonly knows users by astandardized unique alphaneumeric identifier.
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Insummary: The end user becomesasubscriber to an individual exchange member’s news service and
from thenonthe consumer canaccess any contentin the exchange’s repository or onthe serversofother
exchange-membercontent providers.

The ITEGA infrastructure takes care ofall the accounting needed to get the payment from or credit to the
consumer’shome-base service provider to the appropriate content provider (publisher or advertiser)
throughaprocessofperiodicaggregation and settlement oftransactions. theoriginal contentowner (or
the pay ment from the advertiser to the end-user’s service.

Building a user “persona” and content attributes

The network protocols and business rules specify attributes and threeareas:
A. Useridentity and profileattributes

B. Taggingofdigitalcontentfor pricingand royalty management
C. Trackingandsettlementofvalue exchange (payments, credits)

Higher tiers of authentication would involve collaborations within the
health-care industry, banking industry and government, among others.

KEY FIELD ATTRIBUTIONS

A. User identity and profile attributes

ITEGA networks facilities the transferofthe following identifiers for each request made by a user for
resourcesacross the network:

1. Network-level attributes (accompany all requests)
a. UserID— Aglobally unique attribute which includes the user’shome-base host ID. This is
the minimum attribute necessary to log access records for paymentor creditand is

analogousto acredit-card number.

b. One ormore customer-group codes to identify user assignment to specific groupsfor
publisher-or service-providerproprietary purposes.

c. Aservice-classto define eligibility ofthe user for specific levels of pricing, contentor
services

d. The contentserver IDofthe publisher supplyingcontentand optionally requesting a
royalty payment (“PubMbrID”)

2. Preference-level attributes (accompany and constraintall requests)

a. Otherflags regarding preferencesfor: (a) privacy (b) parental control (¢) advertising
viewing preference (d) do-not-track

3. ldentity attributes (optionally shared with request)
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a. ldentity attributesavailable for sharing (or not) depending upon privacy preference
(above), include user-supplied nickname, email, fullname, date ofbirth, genderl, postal
code, country,languageand timezone

4. Businessattributes (optionally suppliedwithend-user permission)

a. Avendingpublisher may request other business attributes ofthe personand the person’s
home base may or may notsupply the attributes based uponthe user’s expressed privacy
preferences. The attributes may be stored and supplied in formats developed by
Schema.org (http://schema.org/Person)

5. EduPerson attributes (optionally supplied with end-user permission)

a. Avendingpublisher may request other Internet2 “eduPerson” attributes ofthe person
and the person’shomebase may or may notsupply the attributes based upon the user’s
expressed privacy preferences. The attributes may be stored and supplied in formats
developed by Internet2:
http://www.internet2.edu/media/medialibrary/2013/09/04/internet2-mace-dir-
eduperson-201203.html

6. Interestidentitiesandtopics

a. Avendingpublisher/marketer may requestfrom the user’shome-baseservice provider
attributesrelated to any topical “interests”and “identities” stored in the form ofkey
wordsor phrases depending upon the user’s privacy preference.

B. Digital contenttagsfor pricingor royalty management

The ITSA also will provideaschemaforvending publishersto XML-tag royalty- or price-identified
contentwhich will be recognized and respectedby userservice providers, and loggedas necessary for
financial settlement. T huscontentcan resideanywhere on the networkandtherightsowner
will be paid for use. Amongbasic content attributesare:

1. The creationdate/time inYYYYMMDDHHMMSS format.
2. Anexpirationdatesupplied by the original content producer in the same format.
3. The PubMbriIDofthe creator or publisher entitled to royalty or payment.
4. Aoptional Digital Object Identifier (http://doi.org)

C. Tracking/settlement ofvalue exchange

Finally, the ITSA providesaschemaenabling the negotiation and computation ofvalue exchange. The
table invoked will depend uponwhether the resource is chargeable content, or sponsored content
(including advertising).

5. Avariable table ofroyalty payments (or a key to a master royalty-payment schedule) used
to compute the charge to the user’'s service provider uponthe digital vending ofthe resource
dependinguponuse, service class and othercustom factors.

6. Avariabletable ofcredits paid to user'sservice provider upon the end user’sviewingofa
digital resource, depending onlevel ofuse or interaction.

7. Arretail“Markup Ratio” inuse by the User Service Provider whichis provided to the

content-serving publisher inreal-timeso that ifthe end-useristo be shownthe object’s price
before purchase, the price show will be “retail” not “wholesale.” (See Appendix A)
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TECHNICAL REFERENCES:

1. Description of profile and content-sharing network

The I TEGA working document, “Technical description of a privacy-by-design customer profile
and content sharing network” is a high-level narrative describing both system operation and
proof-of-concept implementation and a diagram. A current version may be accessed from the
following URL:

https://docs.google.com/document/d/1cJ51Lal 4agONZ7 7Inkc4IXVafihxwi2VsEkzrHXZOs/pub

2. Services features and design specifications (Nov. 2015)

Following five task-group meetings during 2015, key members in November developed the
document: “I nformation Trust Exchange Framework: Service Features and Design
Specifications.” The advisory document assembled a series of service goals— and resulting
design requirements broad enough in scope to encompass further refinement around specific
technologies or services not envisioned at that time. The completed document may be access
from the following URL:
http://newshare.com/ite-next/ite-service-design-specs-v3-11-05-15.pdf

3. Functional specificationsfor user data sharing

The I TEGA working document, “Functional Specifications for User Data Sharing,” proposes
functional specifications for exchange of permissioned user data to support customized service
of digital content — advertisements, stories or other services. A currentversion may be accessed
from the following URL:

https://docs.google.com/document/d/1_n6swNv2bE7 IIM8F1luGaanyNOuA JohB88dwABFOAb4Aw/pub

4. \Workingproposal for user profile attributes

The ITEGA working document, “User Profile Attributes” proposes an initial limited set of fields
for exchanging use attributes across the | TEGA ecosystem. These consist of (1) Required user-
supplied attributes (2) system-assigned network attributes (3) optional user-supplied
demographic attributes (4) User expressed interest identities (5) Service preference-level
attributes and (6) Active-inactive buyer tags. A current version of these profile attributes may be

accessed from the following URL.:
https://docs.google.com/spreadsheets/d/1li-7tEBGwqga7lUy FoworLEl4xIg10e K ryfVEL S7TNCbE/pubhtml

5. Proof-of-concept prototype elements

The ITEGA working document, “Proof-of-concept prototype elements provide a proposed
phasing of elements of the ITEGA shared-user ecosystem. A currentversion may be accessed

from the following URL:
https://docs.google.com/document/d/1UIuWk7c_opQHh15L 8GONhHCR7 ADnyNN4ANWUPZARMGiM/pub

The grid “Proof-of-concept test elements ranked, provides a list of 30 proof-of-concept test
elements and ranks their priority for development. A version as of Sept. 25, 2016 may be found

at this link:
https://docs.qoogle.com/spreadsheets/d/1QJhrQZHduO5v GzXEglZPY S1mxxaK9XikZPCaVR_BGCk/pubhtml
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